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INPORTANT NOTES op f
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Version Numbers (Firmware / Description)

THE TERM SET DEFINES THE FIXED RELATIONSHIP BETWEEN THE IMAGE VERSION
AND THE ASSOCIATED H8 FIRMWARE VERSION.

THE FIRST TWO DIGITS OF THE TECHNICAL DESCRIPTION VERSION NUMBER, THE
SET VERSION AND THE IMAGE VERSION MUST BE THE SAME! THEY DESIGNATE THE
SHARED FUNCTIONAL IDENTITY BETWEEN DEVICE, SOFTWARE AND TECHNICAL
DESCRIPTION.

THE VERSION NUMBER OF THE IMAGE AND THE H8 SOFTWARE CAN BE READ IN THE
WEBGUI OF BOARD 7274/7274RC (SEE CHAPTER 6.3.6.1 Device Information
AND CHAPTER 6.3.6.2 HARDWARE INFORMATION).

THE TWO DIGITS AFTER THE DOT IN THE VERSION NUMBER DESIGNATE
CORRECTIONS TO THE FIRMWARE AND/OR DESCRIPTION WHICH HAVE NO EFFECT ON
FUNCTIONALITY.

Downloading Technical Manuals

All current manuals of our products are available free of charge via our homepage on the
Internet.

Homepage: http://www.hopf.com

E-mail: info@hopf.com

Symbols and Characters

Operational Reliability

Disregard may cause damages to persons or material.

Functionality

Disregard may impact function of system/device.

Information

i 0

Notes and Information.
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SERVICE RELIABILITY ﬂpf
Elektronik GmbH

Safety requlations

The safety regulations and observance of the technical data serve to
ensure trouble-free operation of the device and protection of persons and
material. It is therefore of utmost importance to observe and compliance
with these regulations.

If these are not complied with, then no claims may be made under the
terms of the warranty. No liability will be assumed for any ensuing
damage.

Safety of the device

This device has been manufactured in accordance with the latest
technological standards and approved safety regulations

The device should only be put into operation by trained and qualified staff.
Care must be taken that all cable connections are laid and fixed in position
correctly. The device should only be operated with the voltage supply
indicated on the identification label.

The device should only be operated by qualified staff or employees who
have received specific instruction.

If a device must be opened for repair, this should only be carried out by
employees with appropriate qualifications or by Aigpf Elektronik GmbH.

Before a device is opened or a fuse is changed all power supplies must
be disconnected.

If there are reasons to believe that the operational safety can no longer
be guaranteed the device must be taken out of service and labelled
accordingly.

The safety may be impaired when the device does not operate properly
or if it is obviously damaged.

CE-Conformity

This device fulfils the requirements of the EU directive 2014/30/EU
"Electromagnetic compatibility" and 2014/35/EU "Low voltage equipment".

Therefore the device bears the CE identification marking
(CE = Communautés Européennes = European communities)

The CE indicates to the controlling bodies that the product complies with the
requirements of the EU directive - especially with regard to protection of health and safety for
the operator and the user - and may be released for sale within the common markets.
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BOARD DESCRIPTION 7274 AND 7274RC mﬂﬂbf

1 Board Des¢€&R vVagntdi 20R4A

The LAN Boards 7274 and 7274RC are Network Time Server (abbreviation NTS) for the use
in the modular Aopf Systems 7001RC, 7001, 6844, 6844RC and 6855 and also in the non
modular DIN Rail Systems such as GPS Module 6875.

Generally, the NTP/SINEC H1 LAN boards 7274 and 7274RC provide
® functions and fields of applications completely backward compatible to the
l boards 7272 and 7272RC.

The boards 7274 and 7274RC can be used as direct replacements for
already supplied boards 7272 or rather 7272RC. The successor boards
provide all functions, adjustment options and protocols as offered by the
boards 7272 and 7272RC.

The successor boards are suitable for extensions of Agpf Clock Systems,
already operating boards 7272 or rather 7272RC (mixed operation) without
problems.

The boards 7274 and 7274RC are equipped with two Ethernet interfaces (ETHO and ETH1)
10/100/1000 Base-T (autosensing).

g The boards 7274 and 7274RC supports operation in IPv4 and IPv6
l networks.

The boards 7274 and 7274RC can be used by networks for highly accurate synchronisation
over NTP (Network Time Protocol) which is available worldwide.

The following synchronisations protocols are available:

T NTP (including SNTP)

SINEC H1 time datagram

Daytime

Time

IEEE 1588 Precision Time Protocol (PTP) (Activation Key required)

= =4 -4 =4

The network connection of the LAN boards 7274 and 7274RC can be installed at any desired
point on the network. Each board 7274/7274RC is a completely independent NTP Time
Server.

Depending on the respective hopf system, a number of these LAN Boards can be
implemented (even subsequently) in the Base System on a modular basis.

A variety of management and monitoring functions are available (e.g. SNMP traps, E-malil
notification, Syslog messages).

Increased security is freely available via optional encryption methods such as symmetric keys,
Autokey and access restrictions and the disabling of unused protocols.
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Extensive parameters are provided to suit the conditions of individual applications by means
of a variety of access / configuration channels.

il

Depending on the clock system the accessibility of the LAN boards 7274 or 7274RC
can be adjusted in the network via the keyboard of the hgpf base system or via a
hmc remote connection.

The boards are completely configured over Ethernet by means of a web browser:
o HTTP/HTTPS WebGUI (Graphical User Interface)
o Or text-based menus over Telnet and SSH

Various protocols (e.g. IPv4, http, https, Telnet etc.) are available for the Ethernet
connection.

The Board 7274(RC) currently has unlockable features that are described in chapter 2.5
Activation of Functions (Activation Key):

il

=A =4 =4 =4

7515RC Mains Frequency Data

Network Interface Bonding/Teaming

IEC 62439-3 Parallel Redundancy Protocol (PRP)
IEEE 802.1Q Tagged VLAN

IEEE 1588 Precision Time Protocol (PTP)

Overview of the functions of the network Time Server 7274(RC):

Two Ethernet Interfaces

f
f
f
f

Auto negotiate

10 Mbps half-/full duplex
100 Mbps half-/full duplex
1 Gbps full duplex

Time Protocols

f

=A =4 =4 -4 -4

RFC-5905 NTPv4 Server
o0 NTP Broadcast Mode
NTP Multicast Mode
NTP Client for additional NTP Servers (redundancy)
SNTP Server
NTP Symmetric Key Encryption
NTP Autokey Encryption
NTP Access Restrictions
PPS Time Source
SINEC H1 time datagram
RFC-867 DAYTIME Server
RFC-868 TIME Server

Precision Time Protocol (PTP) according to IEEE Std 1 5 8808 (Activation Key
necessary)
o | EEE Standard Profile for Use of |
in Power System Applications (Power Profile) according

to | EEE St d20a37. 238E

O O O 0O o0 O
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Network Configuration

f
f
f

f
f

DHCP
Routing

Bonding (NIC Teaming) Link aggregation according to IEEE 802.1ad (Activation Key
necessary)

VLAN support according to IEEE 802.1q (Activation Key necessary)

PRP (Parallel Redundancy Protocol) according to IEC62439-3 (Activation Key
necessary)

System Management (Activation Key necessary)

1
f
f

E-mail notification
Syslog messages to external syslog server
SNMPv2c / SNMPv3, SNMP Traps (MIB-II, Private Enterprise MIB)

Configuration Channel

f

=A =4 =4 =4 -4 -4 -4

HTTP/HTTPS WebGUI (browser-based)

Telnet

SSH

External LAN configuration tool (Amc - Network-Configuration-Assistant)
hopf T001RC system Amc , keypad and display i Board 7274RC only
hopf 7001 system keypad and display i Board 7274 only

hopf 68xx system (3U/Slim Line) keypad and display i Board 7274 only
hmc Remote connection (for basic systems with remote function)

Additionally at Board 7274RC

f
f

Hot-plug functionality
NTP accuracy message for status and error messages in system 7001RC

Additional Features

il

=A =4 =4 -4 4

Firmware Update via TCP/IP
Fail-safe

Watchdog circuit

Power management

System management
Customized security banner
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BOARD DESCRIPTION 7274 AND 7274RC E/emggb,f

1.1 Differences between the Boards 7274 and 7274RC

The board 7274RC is identical in function to the board 7274 but designed for the use in System
7001RC. For this purpose the board 7274RC additionally provides "Hot-Plug" and appropriate

internal interface functionality for the operation in a fiopf 7001RC Base System.

i 0

The boards 7274 and 7274RC should only be operated in the suitable Base
Systems.

The board 7274RC only works in a System 7001RC.

As the boards 7274 and 7274RC are identical in their most important
functions, the designation 7274(RC) is used in this manual unless there is
no different function of the boards.

In case a function is only provided by one of the two boards just the
designation of the appropriate board is used.

1.2  Overview of Assembly of Boards 7274(RC)

T |
C |
s |1 ) - e
. T Py
L opf 8030 ol e
et o %” Bla DS1 oo
ese 8. TR bl & E]E] e
3x LED FHE-
x q| | N )
B 100 - @ =
o ] %
k a - a x'r
% a-a [Ce]
] oo &
o -0 ~—
N o - a w
s oo ;
ETHO Lol 2
(RJ45) sl 8
t 5 [=]
— oo B
_I‘ o -0 c
; o -0 c
. [=]
ETH1 50| ©
(RJ45) 5l e
[] 322 2
B O _@Pﬁ
1 ]
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1.2.1 DIP Switch DS1
Depending on the type of board (7274 or 7274RC) the DIP switch DS1 is differently assigned.

1.2.1.1 Functions of the DIP Switch DS1 for Board 7274

The Base System in which the board is to be operated is set via DIP switch DS1. The board
number in the Base System is also set here.

DIP Switch |Function
DS1

8 Selection of the Base System 68xx or 7001
(see Chapter 3.3+ 3.4)

7 No function at present

6 Transmissions point of SINEC H1 time datagram
(see Chapter 6.3.2.8.3)

5

4 Board number in System 7001 / 68xx

3 (see Chapter 3.3.1+3.4.1)

2

1

1.2.1.2 Functions of the DIP Switch DS1 for Board 7274RC

Via DIP switch DS1 the board number in the Base System is set primary.

DIP Switch | Function
DS1
8 No function at present
Accuracy of the NTP message 7274RC is used in the system 7001RC for
7 .
the generation of status and error messages (see Chapter 3.5.2)
6 Transmissions point of SINEC H1 time datagram
(see Chapter 6.3.2.8.3)
5
4 Board number in System 7001RC
3 (see Chapter 3.5.1)
2
1
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BOARD DESCRIPTION 7274 AND 7274RC W,gﬂbf

1.2.2

MAC Address for ETHO and ETH1

Each LAN interface is clearly identifiable on the Ethernet via a unique MAC Address (hardware
address).

The MAC addresses given for the LAN interfaces can be read in WebGUI of the appropriate
board or be evaluated via the Aimc Network Configuration Assistant.

The MAC address for ETH1 is incremented hexadecimal by 1 to the MAC address of ETHO.
Example:

1 MAC address ETHO = 00:03:C7:12:34:59

1 MAC address ETH1 =00:03:C7:12:34:5A

The MAC address is uniquely assigned for each LAN interface by the company
hopf Elektronik GmbH.

®
l hopf Elektronik GmbH MAC addresses begin with 00:03: C7:XX:XX:XX.

14 /127
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BOARD DESCRIPTION 7274 AND 7274RC mﬂﬂf

1.3  Front Panels of Boards for the Different Housing Versions

1.3.1 Overview of Functions of the Front Panel Elements

This chapter describes the individual front panel elements and their functions.

1.3.1.1 SEND LED (not at DIN-Rail)

6 SEND LED Description
Seond (vellow)
Flashing / Normal case T indicates access to the internal system
flickering bus. Board 7274(RC) is correctly integrated into the
respective System.
Off Board 7274(RC) is not ready for operation.
On Fault on Board 7274(RC).
d As the DIN Rail Systems have no internal system bus, there is no SEND
l LED in the DIN Rail Systems available.

1.3.1.2 Reset Button (and Default Button)

The reset button is activated by means of a thin object through the hole in the
front panel next to the "Reset" inscription (see Chapter 2.3 Reset- (Default)
Button).

-~
Reset

@ O
%‘%%.

A

1.3.1.3 NTP Status LEDs (NTP/Stratum/Accuracy)

% «,;,"O TS-LED Time service of the Board 7274(RC)
%% 3 (Green)
000 On Standard, running

Off Not running

ERROR-LED Description

(Red)

Off Standard case,
Board 7274(RC) is working.

3Hz flashing Fail-safe basic parameterization is not available
(emergency operation mode)

On Primary CPU of Board 7274(RC) does not show any
activity.

Operation-LED | Description

(Green)

On Standard case,
Board 7274(RC) is working

1Hz flashing Board 7274(RC) is booting the operating system.

3Hz flashing A firmware update (image) of Board 7274(RC) is going
to be implemented.

Off Board 7274(RC) is not ready for operation.
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1.3.1.4 USB Female Connector (Host)

vew The USB connection can be used for certain problems and after consulting the

P hopf support for a System recovery.

use

1.3.1.5 LAN Interface ETHO/ETH1

ETHO 9 LNK LED (Green) Description
Off 10 MBIt Ethernet detected
On 100 MBit / 1 GBit Ethernet detected

-

MN1

ads

SPD LED (Yellow) Description
Off No LAN connection to a network

MN1

On LAN connection available

?DL
P

[
?LL Flashes Network activity at ETHO (transmission
/ reception)

o]

ETH1

ads

Pin No. Assignment
TX_DA+
TX_DA-
RX_ DB+
BI_DC+
BI_DC-
RX_DB-
BI_DD+
BI_DD-

O N[O |R~R|W[IN|(F
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1.3.2 Front Panel of Boards 7274 and 7274RC for 3U / 19" Racks

Board 7274 Board 7274RC
3U/4HP 3U/4HP
Impf Impf
QSend eSend
O O
Reset Reset
% O % O
5 5
000 000
= =
usB usB
ETHC!e ETHC!e
. Hiz : Wiz
F s : dls
;g F g
; e ; e
1 O 2 1 [ &
I%I ETH1
7274 '
10/ 100/ 1000 T7274RC
| — 10 /100 /1000
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1.3.3 Front Panel of Board 7274 for 1U / 19" Racks (Slim Line)

Board 7274/1U

1U (Slim Line)
/\ 7274
hort ( D2 ®

end LNK SPD

O Resel.‘g. T |> _‘ |>
S

0 M\. i C-RRNRENNNE C-RERNNNNNE 0
us ETHO ETH1

\_

1.3.4 Front Panel of Board 7274 for DIN Rail Mounting

Board 7274DIN-Rail

(@ 9 Impf é

Reset

%@?”% 3

O 10)]
USBBUVA

==

usB

HO6

E

MN1

LR _'

(-
ads

-llllnuT
|
AN

[
ads

ETH1

Q Or274 ) o
\ g

10/100/ 1000

The board 7274DIN-Rail is non-modular pluggable. A replacement of
board can only be done in the factory at company Aopf .
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SYSTEM BEHAVIOUR OF THE BOARD 7274(RC) E/emggbf

2 System Behaviour2gRCG)he Board
In this chapter the behaviour of the boards in special operation phases is described.
2.1 Boot Process
The boot process of the board starts after turning on the Clock System the board is operated
in or rather after a reset of the board.
During the boot process the board booting its operation system and is therefore not available
via LAN.
2.2 NTP Regulating Phase (Stratum/Accuracy)
NTP is a regulation process. After start of the NTP services (automatically processed during
booting) the board requires a certain period of time (usually 5-10 minutes) until NTP is set to
the high accuracy of the Base System and reaches the optimized operation condition of
STRATUM =1 and ACCURACY = High.
The decisive factors here are accuracy of the synchronization source and the appropriate
synchronization condition of the clock System.
2.3 Reset- (Default) Button
The Board 7274(RC) can be reset by the Reset-(Default) Button behind the front panel of the
board. The Reset-(Default) Button is accessible with a thin object through the small drilling in
the front panel.
The button triggers different functions depending on how long it is pressed:
Duration Function
<1 sec. No action
1-9sec. After releasing a system wide hardware reset is triggered
>=10 sec. After releasing a FACTORY DEFAULT followed by a REBOOT is
triggered after approx. 10 seconds
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2.4  Firmware Update

The Board 7274(RC) is a multi processor system. For this reason a firmware update always
consists of a so called Software SET including two (2) programs versions for the image and
H8 programs defined by the Set-Version which both needed to be loaded into the board.

Board 7274(RC) (WebGUI: Device):
1x Image Update upgrade_8030gen_rel vXXXX.img

1x H8 Update H8_8030_vXXXX_128.mot

An update is a critical process.
The device should not be turned off during the update and the network
connection to the device should not be interrupted.

All programs of a SET needed to be loaded to ensure a defined operation
condition.

The assignment of program versions of a SET-Version may be taken from
the Release-Notes of the software sets of Board 7274(RC) in cases of
doubt.

2.4.1 Firmware Update Board 7274(RC) (WebGUI: Device)

The general process of a software update of Board 7274(RC) is described below:

For selection of the correct update set the identifier of Board 7274(RC)
has to be observed obligatory.
Board 7274(RC) can be recognized:

1 By the label on the front panel
1 In WebGUI at the Web-banner "7274(RC)"

The firmware update 7274(RC) has to be performed as a SET.

The software package contained in the file package hopf7274 SET_ vXXXX.zip has to be
unpacked. The following steps have to be executed in the following sequence:

1. Image Update 8030 (7274)
2. H8 Firmware Update 8030 (7274)
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Image Update 7274(RC)

1.
2.

N o o &

Log in as Master in WebGUI of the board.
Select in Device tab the menu item Image Update.

Select the file with the file .img via the selection window
(Exapmle: upgrade_8030gen_rel_vXXXX.img).

The selected file is shown in the selection window.
The update process is started with the button Upload now.
In WebGUI the successful file transfer and writing to the Module is indicated.

In WebGUI the successful update is indicated after 2-3 minutes with the request to
release a reboot of the board.

After activation and successful reboot of the board the image update process is
finished.

H8 Firmware Update 7274(RC)

1.
2.

© ©® N o g &~

Log in as Master in WebGUI of the board.
Select in the Device tab the menu item H8 Firmware Update.

Select the file with the file extension .mot for Board 7274(RC) via the selection
window (Example: H8_8030_vXXXX_128.mot).

The selected file is shown in the selection window.

The update process is started with the button Upload now.

In WebGUI the successful file transfer to the Module is indicated.
Now the update of the board automatically starts after a few seconds.
After successful update the board automatically reboots.

After approx. 2 minutes the H8 update process is finished and the board is again
accessible via WebGUI.
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2.5 Activation of Functions (Activation Key)

The Board 7274(RC) offers several functions that require an "Activation Key".

These functions are only available after entering a valid activation key depending on the serial
number of the particular Board 7274(RC), (not depending on the serial number of the entire
clock system). The serial number can be found in the WebGUI via

Device / Serial Number: 8030XxXXXX.

The required function(s) can be activated at time of delivery as well as subsequently on site
by the user.

Please find an overview of the above mentioned functions here:

il

Network Interface Bonding/Teaming

By activating this function the LAN interfaces ETHO and ETH1 can be bundled to a
logical network interface. This feature plays a key role in redundantly structured
networks to increase fail-safety of the NTP time service.

IEC 62439-3 Parallel Redundancy Protocol (PRP)

The PRP functionality enables to bundle the physical network interfaces ETHO and
ETHL1 to a logical network interface using the Parallel Redundancy Protocol (PRP).

IEEE 802.10 Tagged VLAN

By activating this function network interfaces can be configured with additional VLANs
(Virtual Bridged Local Area Networks) according to IEEE 802.1q.

IEEE 1588 Precision Time Protocol (PTP)

By activating this function Precision Time Protocol (PTP) according to IEEE Std
1 5 8 82808 can be configured.

7515RC Mains Frequency Data

This option allows the distribution of network time and network frequency over
Ethernet from a 7515RC network frequency board located in the System 7001RC.

The settings for activation keys (e.g. an entered activation key) are neither
modified nor influenced by the function FACTORY DEFAULTS.
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3 | mpl ementi A ({8RECY rndond ud ar
hop¥Y¥o9BasB8ystem
Operation
An ESD conform handling and operation of the board has
to be ensured!
Otherwise there is the danger that the board might get damaged through
ESD (electrostatic discharge).
Damages to the board caused by improper handling are not covered by
factory guaranty.
Electrical Properties
The function board 7274 does not support_ Hot Plug.
A change of boards mandatorily requires turn-off of System. Otherwise
the System or the function boards might get damaged.
System Requirments
The boards 7274 und 7274RC are function boards for the system bus.
Thus the systems in which these boards should be operated needed to
provide appropriate slots.
Non-Modular Systems
DIN Rail Systems are non-modular Systems. The user cannot change
or extend boards to these systems.
Board Number
Each LAN Board is assigned a definite board number via DIP switch in
order to be uniquely identified in a ~Agpf Base System.
Configuration
The basic LAN parameters (IP address etc.) to access the Board 7274(RC)
in the network are set via the Base System or via the Network
Configuration Assistant integrated in the Amc .
Afterwards the complete parameterization of the board is made by means
of a web browser via WebGUI of the board.
Power Supply
* The functions boards 7274 and 7274RC (except DIN Rail) are exclusively
l supported with operating voltage via the internal system bus.
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3.1 Handling of Board / ESD Protection

An ESD conform handling and operation of the board has
to be ensured!

Otherwise there is the danger that the board might get damaged through
ESD (electrostatic discharge).

Damages to the board caused by improper handling are not covered by
the factory guaranty.

3.2 General - Setting the Board Number for the Use in Base
System

The boards must be coded to a System Board number in order to enable the various LAN
Boards to be administered and configured in the Base System.

Under no circumstances may two LAN with the same board number be
integrated into one Base System. This leads to unspecified faults on these
two boards!

The coding of the board number is effected on Board 7274(RC) via DIP switch bank (DS1).
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3.3

3.3.1

hopf Base Systems 6844, 6844RC, and 68551 Only Board
7274

The operation of the board in Base System 7001 and the Base Systems 6844, 6844RC and
6855 can be selected via switch 8 of the DIP switch bank DS1.

Only a correct setting of switch 8 onto DIP switch bank DS1 allows a
proper operation of the board 7274 in the according Base System.

DS1/SwWs8 hopf Base System Selection
off Base System 7001
on Base System 68xx

Setting the Board Number for Base Systems 68xx

A maximum of 2 LAN Boards of different types (also different types - e.g. boards 7273 and
board 7274) can be configured in the System 68xx. The Board number is set via the DIP switch
bank (DS1 / SW1-5) for unique identification in the Base System.

The LAN board with the board number 1 is parameterised in the menu of the Base System
under menu LAN 1 and the LAN board with the number 2 under menu LAN 2.

SW5 SwW4 SW3 SW2 SwW1i Board Number: WebGUI
off off off off off Board No. 1 Board No. O
off off off off on Board No. 2 Board No. 1

Only Board Numbers 1 and 2 are allowed in System 68xx.
System 68xx is unable to configure board numbers which are set outside
this range.

ATTENTION: Deviating presentation of the board number in WebGUI
Board numbers displayed in WebGUI (Board No. X) start with the number
0 instead of number 1. That means e.g. LAN Board 1 is designated with
board number 0 in WebGUI.
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3.4  hopf Base System 70017 Only Board 7274

The parameterization for the operation of the board in Base System 7001 or in the Base
Systems 6844, 6844RC and 6855 is made via the switch 8 of the DIP switch bank DS1.

Board 7274 will only operate properly if the setting is correct.

DS1/SwWs8 hopf Base System Selection
off Base System 7001
on Base System 68xx

3.4.1 Setting the Board Number for Base System 7001

A maximum of 8 LAN Boards of different types (also different types - e.g. boards 7273 and
board 7274) can be configured in System 7001. The board number is set via the DIP switch

bank (DS1 / SW1-5) for unique identification in the Base System.

The LAN boards are parameterised in the Base System menu under LAN 1-8 according to
their board numbers (e.g. LAN board with the number 1 is parameterized in menu LAN 1).

SW5 SW4 SW3 SW2 SW1 | System Board No.: WebGUI
off off off off off Board No. 1 Board No. 0
off off off off on Board No. 2 Board No. 1
off off off on off Board No. 3 Board No. 2
off off off on on Board No. 4 Board No. 3
off off on off off Board No. 5 Board No. 4
off off on off on Board No. 6 Board No. 5
off off on on off Board No. 7 Board No. 6
off off on on on Board No. 8 Board No. 7

In System 7001 only board numbers 17 8 are allowed.
System 7001 is unable to configure board numbers which are set outside

this range.

ATTENTION: Deviating presentation of the board number in WebGUI

Board numbers displayed in WebGUI (Board No. X) start with the number
0. That means e.g. LAN Board 1 is designated with board number 0 in
WebGUI and LAN board 8 with the number 7.

26 /127
hopf Elektronik GmbH

7274 and 7274RC NTP/SINEC H1 LAN Board - V04.00

Nottebohmstr. 41 A D-58511 Liidenscheid A Tel.: +49 (0)2351 9386-86 A Fax: +49 (0)2351 9386-93 A Internet: http://www.hopf.com A E-Mail: info@hopf.com



IMPLEMENTING BOARD 7274(RC) IN A MODULAR HOPF 19" BASE SYSTEM

Elektronik ‘ GmbH

3.5 hoprf Base System 7001RC 1 Only Board 7274RC

3.5.1 Setting the Board Number for Base 7001RC

A maximum number of 31 LAN boards (also different types i e.g. board 7273RC and board
7274RC) can be configured in a System 7001RC. The board number is set via the DIP switch
bank (DS1 / SW1-5) for unique identification in the Base System.

SW5 Sw4 SW3 SW2 SW1 System Board No.:

off off off off off -

off off off off on Board No. 01
off off off on off Board No. 02
off off off on on Board No. 03
off off on off off Board No. 04
off off on off on Board No. 05
off off on on off Board No. 06
off off on on on Board No. 07
off on off off off Board No. 08
off on off off on Board No. 09
off on off on off Board No. 10
off on off on on Board No. 11
off on on off off Board No. 12
off on on off on Board No. 13
off on on on off Board No. 14
off on on on on Board No. 15
on off off off off Board No. 16
on off off off on Board No. 17
on off off on off Board No. 18
on off off on on Board No. 19
on off on off off Board No. 20
on off on off on Board No. 21
on off on on off Board No. 22
on off on on on Board No. 23
on on off off off Board No. 24
on on off off on Board No. 25
on on off on off Board No. 26
on on off on on Board No. 27
on on on off off Board No. 28
on on on off on Board No. 29
on on on on off Board No. 30
on on on on on Board No. 31

In System 7001RC only board numbers 11 31 are allowed.
System 7001RC is unable to configure board numbers which are set

outside this range.
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3.5.2 NTP Accuracy Notification for Status- and Error Messages in
System 7001RC

1

The evaluation of NTP Accuracy message is available from version 07.00
of control board 7020RC of the Base System 7001RC.

The evaluation of the NTP Accuracy Message for the generation of status and error
messages can be allowed / suppressed for the Base System 7001RC by each board 7274RC
with DIP switch DS1 / SW7.

DS1/SW7 |Function
ON Evaluation of NTP Status in System 7001RC allowed
OFF Evaluation of NTP-Status in System 7001RC not allowed

The status messages of the system 7001RC are described in the manual of System 7001RC,
chapter status and error messages.

3.6 Creating the Network Connection

M
M

1

Ensure that the network parameters of the LAN board are configured in
accordance with the local network before connecting the LAN board to the
network.

Connecting a network to an incorrectly configured LAN Board (e.qg.
duplicated IP address) may cause interference in the network.

The Board 7274/RC) is supplied with:

ETHO with static IPv4-address

IPv4 address: 192.168.0.1
IPv4 network mask: 255.255.255.0
Gateway: not set

ETH1 with DHCP

Request the required network parameters from your network administrator
if those are unknown.

The network connection is made via a LAN cable and RJ45 plug (recommended cable type:

CATS or better).
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4 Net wor k Configur at i oGo nfnoerc tE ToHO

t hr o wagile

After connecting the system to the power supply and creating the physical network connection
to the LAN interface of the Board 7274(RC), the device can be searched for on the network
via the Aimc Software. Then the base LAN parameters (IP address, netmask and gateway or
DHCP) may be adjusted in order to allow accessibility of the board for other systems in the
network.

The SEACH Function of the Amc - Network Configuration Assistant
reqguires for location and recognition of the wished LAN board(s) the
hmc -computer is in the same LAN.

The basis LAN parameters can be set via the Amc integrated Network Configuration
Assistant.

File Dewvices

[C] G

Tools| Help
View DCF77 Record
Metwork Configuration Assistant
NTP Analysis
View GP5 Record
Reinitialize Device
‘ [0 Verbose Logaging

hopr management console
version 01.13 build 1189

After a successful start of the Aimc Network Configuration Assistant and completed search
of the Aopf LAN Modules, the configuration of the base LAN parameters can be done.

The LAN boards are listed in the Device List as:

727400 - Board 7274 1U and 3U
727400DIN - Board 7274DIN-Rail
7274RCO00 - Board 7274RC
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The determination of different hopf LAN boards of the same type is made via Hardware

Address (MAC Address).

@ =
[, HMC Network Configuration Assistant M
Device List Configuration
7274RC00 ; Davice Type Host Name
T274RCO0 |hopraozonts |
Firmware Version Network Configuration Type
03.01 [Static IP Address [~]
1 Hardware Address IP Address
I 00:03:C7:01:94:7E [192.168.180.113 |
Serial Number MNetmask
8030013007 [255.255.252.0 |
L. Cateway
O [192.168.180.1 |
Apply
= Set Device Password Reset To Factory Defaults
Rescan Network Set Master Password
Exit
| — )

For an extended configuration (WebGUI) of the LAN Board 7274(RC) via a browser the
following base parameters are mandatory:

f

= =4 =4 =4

Host Name

Network Configuration Type

IP Address
Netmask
Gateway

[Mc M [T [Te [Te

e.g. hopf7274
Static IP Address
e.g. 192.168.0.1
e.g. 255.255.255.0
e.g. 0.0.0.0

The hostname must meet the following conditions:

1

The hosthame may only contain the characters 'A'-'Z', '0'-'9', '-' and
".". There should be no distinction between upper-and lower-case

letters.
The character . may only appear as a separator between labels in
domain names.

The sign '-' must not appear as first or last character of a label.

The network parameters being assigned should be pre-determined with
the network administrator.
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After entering the above mentioned LAN parameters they needed to be transferred to the LAN
Board 7274(RC) via Button | Apply | Afterwards the entry of the Device Password is

requested:

x

Device Password

,u

OK Cancel

Device Password <device> is set for LAN
boards 7274(RC) on delivery. So no further
entry is required here i click on the

button[ OK | to confirm.

The LAN parameters thus set are directly
adopted by the LAN board (without reboot) and
are immediately active.

7274 and 7274RC NTP/SINEC H1 LAN Board - V04.00
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5

Net work ConfoguEd#HODOownmia the

The only configuration that is carried out on Board 7274(RC) via the Base System is to enable
it to be reachable on the network via ETHO. All other configurations on the Board are carried
out over the WebGUI.

LAN Board 7274(RC) is configured via the keyboard of the respective Base System. The
necessary network parameters are configured such as IP address, gateway address, network
mask and a general control byte.

The Technical Description of the respective Base System is the basis for configuration. The
following covers only the Board-specific menus of the respective Base System.

® Not all Base System do accept LAN parameters which are changed via
l the WebGUI and thus they are no longer displayed correctly in the Base

System. For this reason the assignment of LAN parameters via the Base
System is recommended. For the exact behaviour of the Base System the
appropriate manual should be considered.

IP Address (IPv4)

An IP address is a 32 bit value divided into four 8 bit numbers. The standard presentation is 4
decimal numbers (in the range 0...255) separated from each other by dots (dotted quad
notation).

Example: 192.002.001.123

The IP address consists of a leading network ID followed by the host ID. Four common network
classes were defined in order to cover different requirements. Depending on the network class,
the last one, two or three bytes define the host while the rest define the network (network ID)
in each case.

In the following text the "x" stands for the host part of the IP address.

Class A Networks

IP addresses 001.XXX.XXX.XXX t0 127 .XXX.XXX.XXX

There is a maximum of 127 different networks in this class. This allows the possibility to
connect a very high number of devices (max. 16.777.216)

Example: 100.000.000.001, (Network 100, Host 000.000.001)

Class B Networks
IP addresses 128.000.xxx.xxX to 191.255.XXX.XXX

Each of these networks can consist of up to 65534 devices.
Example: 172.001.003.002 (Network 172.001, Host 003.002)

Class C Networks
IP addresses 192.000.000.xx to 223.255.255.xxx

These network addresses are the most commonly used. Up to 254 devices can be connected.
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Class D Networks

The addresses from 224.XXX.XXX.XXX - 239.XXX.XXX.XXX are used as multicast addresses.

Class E Networks

The addresses from 240.XXX.XXX.XXX - 254.XXX.XXX.XXx are designated as "Class E" and are
reserved.

Gateway Address

The gateway or router address is required in order to be able to communicate with other
network segments. The standard gateway must be set to the router address which connects
these segments. This address must be within the local network.

Network Mask

The network mask is used to partition IP addresses outside of network classes A, B and C.
When entering the network mask it is possible to designate the number of bits of the
IP-address to be used as the network part and the number to be used as the host part, e.qg.:

Network | Network Host Network Mask Binary Networ_k Mask
Class Part Part Decimal
A 8 Bit 24 Bit | 11111111.00000000.00000000.00000000 | 255.0.0.0
B 16 Bit 16 Bit | 11111111.11111111.00000000.00000000 | 255.255.0.0
C 24 Bit 8 Bit 1111112121.22221212121.11111111.00000000 | 255.255.255.0

The number of bits for the host part is entered in order to calculate the network mask:

Network Mask Host Bits
255.255.255.252 2
255.255.255.248 3
255.255.255.240 4
255.255.255.224 5
255.255.255.192 6
7
8
9

255.255.255.128
255.255.255.000
255.255.254.000
255.255.252.000 10
255.255.248.000 11

255.128.000.000 23
255.000.000.000 24

Example:

Desired network mask: 255.255.255.128

Value to be entered: 7

7274 and 7274RC NTP/SINEC H1 LAN Board - V04.00
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5.1 Input Functions of Base Systems 6844, 6844RC and 6855
(Board 7274 only)
After they have been entered fully, the LAN parameters configured
through the system menu are transferred to the control board by pressing
the key.
In order for the LAN parameters to be transferred from the control board to
Board 7274 it is necessary to exit the respective menu by pressing
the key.
5.1.1 Entry the Static IPv4 Address / DHCP Mode
The IP address and DHCP mode for the LAN interface ETHO are entered via the following
selection frames:
SET LAN 1
ADR. Y/ N
or
SET LAN 2
ADR. Y/ N
After entering the display changes to the input frame (LAN 1 in this case):
LAN 1 >
Static IPv4 Address
The IPv4 address is entered in 4 groups of digits configurable from 000 to 255. They are
separated by a dot ( . ). Input must be in the form of 3 digits (e.g.: 2 E 002).
An example of a complete entry would be as follows:
AN 1 >192. 168.
017.001<
In the case of an implausible entry (such as 265), an INPUT ERROR is sent and the complete
entry is rejected.
DHCP / Static IP Address Assignment
For the use of DHCP, the IP address are all to be fully set to >000.000.000.000< (invalid
IP address).
All other addresses are interpreted as static IP addresses.
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5.1.2

5.1.3

5.1.3.1

5.1.3.2

Entry the Gateway Address

The gateway address for the LAN interfaces is entered via the following selection frames:

SET LAN 1
CATEWAY ADR. Y/N

or

SET LAN 2
CATEWAY ADR. Y/N

After entering the display changes to the input frame:
C.W1 >

The gateway address can now be entered in the same way as the IP address.

Entry the Network Mask
The entry of the net mask differs between the Systems 6844 / 6844RC and the System 6855.

Entry the Network Mask - Systems 6844 and 6844RC
The net mask is decimally entered with these systems.

Set Net Mask

SET LAN_1
NETVASK Y/ N

LAN_1 NETNMVASK
>

Entry of Network Mask - System 6855
The net mask is entered via the number of HOST bits with this System.
The network mask for the LAN interface ETHO is entered via the following selection frames:

SET LAN 1
NET- VASK. Y/ N

or

SET LAN 2
NET- VASK. Y/ N

After entering the display changes to the input frame:

NET- VASK LAN 1
>

The network mask can now be entered in the range from 0-31.
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5.1.4 Entry the Control Byte

Various settings can be made with the control byte.
The control byte is entered via the following selection frames:

SET LAN 1
CNTRL. - BYTE Y/ N

or

SET LAN 2
CNTRL.- BYTE Y/ N

After entering the display changes to the input frame.

For editing purposes, the individual bits of the new byte are entered on the second line with
"0" and "1".

The bits of the parameter byte are numbered consecutively in descending order:

e.g.:

BIT 7654 3210
0000 0OOO

The entry must be concluded by pressing the key.

5.1.4.1 Bit 7-0 - No function at present

Bit 7-0 | No function at present
0 These bits should always be set to "0" for reasons of compatibility.
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5.2

521

Base System 7001 Input Functions (Board 7274 only)

The input and display functions are called up by means of the menu header BOARDS:3 under
BOARD 7270/ 7271 /7272 | 7274.

The following LAN Board menu for the LAN interface ETHO appears:

| [No|: [1] (cBl:| [o[ojojojojojojo] | 1 [P):| [0]0j0]. [0/00]. [0]0jo]. [0[ojo] |
LINEWC L L L LD L L L L L

The first input expected under No: is the System Board Number (1-8) of the LAN Board to be
configured (in this case Board number 1) and this is confirmed with the key.

After the Board number has been entered, the current configuration of the selected LAN Board
ETHO is displayed on the first menu line.

The new parameters can be entered on the second line. It is possible to change to the next
menu header without making a new entry by pressing the key.

After they have been entered fully, the LAN parameters configured
through the system menu are transferred to the control board by pressing
the key. In order for the LAN parameters to be transferred from the
control board to Board 7274 and to be stored there it is necessary to exit
the respective menu by pressing the key.

Entry the Control Byte

Various settings can be made with the control byte (CB:).

| [No|: [1] [CB]:| [ojo[ojojojojo[o [ [1P[: | [1]9]2} [1/68].[0[1]7]. [0]0[1]
LINEW L L L > lelslalslolalol LU L L L L L L L L

The individual bits of the control byte are configured by entering[ 0 Jand[ 1 |

The complete entry is completed by pressing the key. The new control byte appears
on the top line.

(AL

5.2.1.1 Bit 7-0 - No Function at Present

Bit 7-0 | No function at present

0 These bits should always be set to "0" for reasons of compatibility.

7274 and 7274RC NTP/SINEC H1 LAN Board - V04.00 371127

hopf Elektronik GmbH
Nottebohmstr. 41 A D-58511 Liidenscheid A Tel.: +49 (0)2351 9386-86 A Fax: +49 (0)2351 9386-93 A Internet: http://www.hopf.com A E-Mail: info@hopf.com



NETWORK CONFIGURATION FOR ETHO VIA THE BASE SYSTEM E/emggb,f

5.2.2

Entry the Static IPv4 Address / DHCP Mode
The currently valid IP address for the LAN interface ETHO appears on the top line.

| INo|: [1] [CBl: | [ojojojojofojojo] | [I[P[: | |1]9]2} [1/68]. 0[1]7[. [0Jo[1] |
L INEW | | || [>0jojojoojojolol | | | > L L L]

The IPv4 address is entered in 4 groups of digits each separated by a dot ( . ). The entry must
take place in 3 digits in the value range from 000 - 255.

The entry is completed by pressing the key. The new address appears on the top line.
In the case of an incorrect entry this menu header is exited and an error message is sent.

DHCP / Static IP Address Assignment

For the use of DHCP, the IP address are all to be fully set to >000.000.000.000< (invalid IP
address).

All other addresses are interpreted as static IP addresses.
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5.2.3

524

5.3

Entry the Network Mask

The currently valid network mask for the LAN interface ETHO appears on the top line as host
bits.

[ INo|: 1] [NM:[ Jojo| | [ [ [ | [ [ |GW:]| |1]9/2} [1/68]. 0[1]7]. [1]5[2] |
LINEWC L LU L L L L L]

The input range for the network mask lies between 0-31.

The entry is completed by pressing the key. The new network mask appears on the

top line. In the case of an incorrect entry this menu header is exited and an error message is
sent.

Entry the Gateway Address

The next menu header to appear concerns the editing of the gateway or router.

| [No|: [ INM: | Jaf6] | | [ [ ] |[[GW:] [1]9]2] [1]68].[0[1]7]. [1]5]2] |
LINEW L [ L el L L L L L L]

The gateway address can now be entered in the same way as the IP address described in
Chapter 5.2.2 Entry the Static IPv4 Address / DHCP Mode.

Input Functions of Base System 7001RC (Board 7274RC only)

Any modification of parameters requires checking of all menu points of the
LAN menu. Menu points which do not require any change of value or just
checked with the key | ENT |. Only the complete check of all single menu

points allow the adoption of all changes and their transfer to the board
7274RC.

The input and display functions of the board parameters are polled in the menu heading
BOARDBSETUP:4

with key E Main menu
with key E Board setup
with key E Scroll to menu heading:

| |SET| [SY|SITEM- [BOARDS [PARAMETER | [Y/[N | [ [ ||
IEENEEENENEENNERENENNENEEEEEENNEENEENEE

Select with key
Search for board to be parameterized with key and select with key [ Y |.
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5.3.1

5.3.2

Example:

| [PARAMETER [BOARD (03] [OF [2[5 | [7]2[7]3] [NO.[: [01] | |
STATUS: M/- | [BOARDNAME: "[ETHERNET" SET>Y/IN

PARAMETER BOARD 03 OF 25
7274 NO.: 01
STATUS: M (l)/ - (E)

M

board 03 of 25 implemented
board type 7274RC with board number 01

M or | = monitoring or no monitoring (idle)

Mec M [T

E or i = without error operating or board error

Mc

BOARDNAME: "ETHERNET " ETHERNET board name freely selected by customer,

up to 8 characters

Entry the Static IPv4 Address / DHCP Mode

Static IPv4 Address

In the upper line the selected board appears with its board number and IPv4 address of the
LAN interface ETHO. For configuration of a new IPv4 address the complete entry of the 4
groups of digits is necessary.

The IPv4 address is entered in 4 groups of digits configurable from 000 to 255. They are
separated by a dot ( . ). Input must be in the form of 3 digits (e.g.: 2 E 002).

An example of a complete entry would be as follows:

| |B. [7[2[7[3] [NQ. |- [oja] [ [1|P- [ADR [>]1]9]2]. [1]6]8]. |0[1]7]. [0Jo[1]<
L[| [ [ INEW [l PLJADDRESS| >~|-|-| |---]. -] --]-<

In the case of an implausible entry (such as 265), an INPUT ERROR is sent and the complete
entry is rejected.

DHCP / Static IP Address Assignment

For the use of DHCP, the IP address, gateway address and network mask are all to be fully
set to >000.000.000.000< (invalid IP address).

All other addresses are interpreted as static IP addresses.

Entry the Gateway Address
The gateway address can be entered via the selection screen:

| B [7]2]7/3] [NO.|:0]1] | |GW-|ADR [>[2/5/5]. [00/0]. [0/0]0]. [0/0/0]<|
L[| [ INEW |GW-JADDRESS [>[---]. [-|--]. [-|--]. [-|--<]

The Gateway address can now be entered in the same way as the IP address, as described
in Chapter 5.3.1 Entry the Static IPv4 Address / DHCP Mode.
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5.3.3

534

Entry the Network Mask

The network mask can be entered via the selection screen:

| |B.[7[2[7/3] INO. |: [oj1] [NETMASIK [>[2[5/5]. [2/5]5]. (0]0]0|. [0]0|0]<
I = = e e e e e e

The network mask for LAN interface ETHO can now be entered in the same way as the
IP address, as described in Chapter 5.3.1 Entry the Static IPv4 Address / DHCP Mode.

Entry the Control Byte

The Control-Byte is shown on the top line with the currently set values.

| B.[72]7/3] |NR.[:|0]1] [CONT/ROL-[BYTE | 00/0jo/0j0[1/0] | | |

L L INEW JCONTIROL-[BYTIE >~~~ -<| | |

For the purposes of manipulation, the individual bits of the new byte are to be entered on the
second line using "0" and "1". The complete Control Byte must always be recorded and

confirmed with the key.

The bits of the Control Byte are numbered in descending order:

CONTIROL- BV TIE| [>17]6/5/4:3[2/10 <]

5.3.4.1 Bit 7-0 - No Function at Present

Bit 7-0 | No function at present
0 These bits should always be set to "0" for reasons of compatibility.
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5.3.5

5.3.6

5.4

5.5

Entry the Parameterbyte 01 (no function at present)

Parameter of Parameter-Byte 01 is shown on the top line with the currently set values.

| |B. [7[2[7/3] [NO. |- Joja] | | |oL[D: | [BIYITIE Jo[1] |>[oo[o[o|ojojojo]<
| BYITIEL =] |Bll T 7| . |0] INEW: | [BYITIE| 0] >~ |- |-|--|-]-<

For the purposes of manipulation, the individual bits of the new byte are to be entered on the
second line using "0" and "1". The complete Parameter Byte must always be recorded and

confirmed with the key.

The bits of the Parameter Byte are numbered in descending order:

Bl TIEL 0/1] [>[716]5/4]312]1]0]<

Bits 7- | No function at present
0

0 These bits should always be set to "0" for reasons of compatibility.

Entry the Parameterbyte 02 (no function at present)

Parameter of Parameterbyte 02 is shown on the top line with the currently set values.

| |B. [7[2[7]3] [NO. |- Joja] | | |oL[D: | [BIYITIE |o[2] |>[oo]o[o|ojojojol<
| BVTIEL (=[ Bl11T] 7] Jo] [NEW: | BIVTIE[0[2] [>|-|~|-|-|-|-|-|-]<]

For the purposes of manipulation, the individual bits of the new byte are to be entered on the
second line using "0" and "1". The complete Parameter Byte must always be recorded and

confirmed with the key.

The bits of the Parameter Byte are numbered in descending order:

BV TIEL 012 |>[716]5/4/312]1/0]<

Bits 7- | No function at present
0

0 These bits should always be set to "0" for reasons of compatibility.

Configuration in DIN Rail Modules

Itis described in the appropriate manual of the DIN Rail module whether there is the possibility
of parameterization via the System or the LAN parameterization of the board may be carried

out via the imc Network Configuration Assistant (see chapter 4 Network Configuration
for ETHO via LAN Connection through hmc ).

Configuration via Aimc (hopf Management Console) Remote
Access

The parameters can also be set via the Amc , insofar the Base System provides remote
communication.
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6 HTTP/ HTTPS iWeehdBlUd wser Conf
|l nter face

JavaScript and Cookies must be enabled in the browser in order for the
WebGUI to display and function correctly.

6.1 Quick Configuration
This Chapter briefly describes the basic operation of the WebGUI installed on the Board.

6.1.1 Requirements

f
f

Ready-for-operation Aopf Base System with implemented Board 7274(RC)

Board configured for network operation (see Chapter 4 Network Configuration for
ETHO via LAN Connection through Amc and 5 Network Configuration for ETHO
via the Base System)

PC with installed web browser (e.g. Internet Explorer) in the sub-network of Board
7274(RC)

6.1.2 Configuration Steps

f
f

=A =4 =4 =4 -4

Create the connection to the Board with a web browser
Login as a 'master’ user (default password <master> is set by delivery)

Switch to "Network" tab and if available enter the DNS Server (required for NTP and
the alarm messages depending on the network)

Save the configuration

Switch to "Device" tab and restart Network Time Server via "Reboot Device"
NTP Service is now available with the standard settings

NTP specified settings can be done in the "NTP" tab

Alarm messages via Syslog/SNMP/Email can be configured in "Alarm" tab

The following detailed explanatory information should be read if anything is
unclear while executing the configuration steps.
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6.2 General T Introduction

Board 7274(RC) should be accessible to a web browser if it has been set up correctly. Enter
the IPv4 address - as set up on the Board earlier - or the DNS name on the address line
<http://xxx.xxx.xxx.xxx> and the following screen should appear

When using IPv6, it is mandatory to enclose the IPv6 address with [ ]
e.g..: http://[2001:0db8:85a3:08d3::0370:7344]/

' Configuration can only be compl et e
()

a4

NETWORK TIME SERVER 7274RC

Eicktranik ' GmbH

General Network NTP [ PTP [ Alarm [ Device =0
NTP Time Status Sync Source Status
DATE TIME STRATUM ACCURACY SYNCHRONIZATION
02.05.2018 12:40:04 UTC Wi M HIGH M R (SYNC)
Login System Overview
Username . System is up and running
D No error
Password
. High accuracy operation >= 1 hour
. NTP is running
. NTP has stratum 1
User is not logged in.
. NTP accuracy is HIGH

The WebGUI was developed for multi-user read access but not multi-user
write access. It is the responsibility of the user to pay attention to this
issue.
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6.2.1 LOGIN and LOGOUT as a User

Al of the Boarddés data can be read withtheut bei
Board data can only be configured or modified by an authorised user! Two types of user are
defined:

1 "master" user (default password on delivery: <master>)

1 "device" user (default password on delivery: <device>)

® Differentiation is made between upper and lower case characters in the
l password. Alphanumeric characters and the following symbols can be
used:[1()*- _'$%&/="?

l The password should be changed after the first login for security reasons.

The following screen should be visible after logging in as a "master"” user:

[ NETWORK TIME SERVER 7274RC
Eigitranin ' GmbH

General Network NTP [ PTP [ Alarm [ Device =0
NTP Time Status Sync Source Status

DATE TIME STRATUM ACCURACY SYNCHRONIZATION

02.05.2018 12:40:28 UTC m1i M HIGH M R (SYNC)
Login System Overview

User master is logged in

since 12:40:26 UTC. System is up and running

No error

High accuracy operation >= 1 hour

NTP is running

NTP has stratum 1

EEENCON

NTP accuracy is HIGH

Click on the button to log out.

The WebGUI is equipped with session management. If a user does not log out, he or she is
automatically logged off after 10 minutes of inactivity (idle time).
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6.2.2

After successful login, depending on the access level (device or master user), changes can
be made to the configuration and saved.

Users logged in as "master" have all access rights to Board 7274(RC).
Users logged in as "device" do not have access to:
1 Trigger reboot
Trigger factory defaults
Carry out image update
Carry out H8 firmware update
Upload Certificate
Change master password

Diagnostics

=A =4 =4 -4 4 -4 -4

Download configuration files

Navigation via the Web Interface

The WebGUI is divided into function tabs. Click on one of these tabs to navigate through the
Board. The selected tab is identified by a darker background colour, see the following image
(General in this case).

5 NETWORK TIME SERVER 7274RC
Elektronix ™ GmbH

General Network ‘ NTP l PTP ‘ Alarm ‘ Device =0

User login is not required in order to navigate through the Board configuration options.

JavaScript should be enabled in the browser in order to guarantee the
correct operation of the web interface.

All the links within the tabs on the left hand side lead to

NETW( corresponding detailed display or setting options.

Etektronik ' Gmbk

[ General [ Networl

Host Settings

Host/Mameservice

Metwork Interface
ETHO

Metwork Interface
ETH1

Metwork Interface
Bonding/Teaming
Routing
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6.2.3 Entry or Changing Data

It is necessary to be logged on as one of the users described above in order input or change

data.
General Network NTP [ PTP [ Alarm [ Device
Host Settings Host/Nameservice
Host/Nameservice Hostname
Network Interface [hopf7274
ETHO Use Manual DNS Entries
Network Interface
ETH1
Network Interface DNS Server 1 IPv4/IPv6 Address
Bonding/Teaming [ |
Network Interface
PRP DNS Server 2 IPv4/IPv6 Address
Routing | |
Routing File DNS Server 3 IPv4/IPv6 Address
Protocols
Management Default Gateway
Time
Mains Frequenc Use Manual Gateway Entries
Mains Frequency
Default Gateway IPv4 Address
192.168.180.1
Default Gateway IPv6 Address

After an entry has been made the configured field is marked with a star ' * *. This means that
a value has been entered or changed but is not yet stored in the flash memory. It is necessary
to be acquainted with the symbols shown below in order to be able to save the configuration
or the changed value.

Meaning of the symbols from left to right:

No. | Symbol |Description
1 |Apply Acceptance of changes and entered data
2 |Reload |Restoring the saved data
3 |Save Fail-save storage of the data in the flash configuration

For permanent storage the value MUST be accepted by the Board with Apply and then saved
with Save.

However, this data is then lost when the /#opf Base System is switched off or restarted.
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If the data is only to be tested it is sufficient to accept the changes with Apply.

Changing Network Parameters

Modifications of the network parameters (e.g. IP address) are immediately
effective clicking on Apply to confirm.

However, the modifications are not permanently saved yet. This requires
to access the WebGUI with the new network parameters again and to
save the data with Save permanently.

For adopting changes and entering values only the respective buttons in
the WebGUI can be used.

6.2.4 Plausibility Check during Input
A plausibility check is generally carried out during input.

General Network NTP [ PTP [ Alarm [ Device

Host Settings ETHO IPv4 Settings ETHO IPv6 Settings
Host/Nameservice Link Status Use IPV6 Settings
Network Interface up disabled v
ETHO Default Hardware Address (MAC) DHCP-IPvG
MNetwork Interface 00:03:C7:01:51:70 [disabled |
ETH1
Routin L:Ise (':Jt‘ls:ju:n’ Hardware Address (MAC) IPv6-Address

_\SE e
Routing File |
Custom Hardware Address (MAC) IPv6 Subnet Prefix Length
Protocols DHCP
disabled v
Management
Time IPv4-Address
192.168.280.135

IPv4-Network Mask
255.255.252.0

Operation mode
Auto negotiate ~

Maximum Transmission Unit (MTU)

=
L
"
=]

As it can be seen in the above image, an invalid value (e.g. text where a number should be
entered, IP address instead of a range etc.) is identified by a red border when an attempt is
made to accept these settings. It should be noted here that this is only a semantic check and
not to test whether an entered IP address can be used on the network or in the configuration!
I f an error message is displayed it is not
memory.

The error check only verifies semantics and the validity of ranges. It is NOT
alogic or network check for entered data.
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6.3  Description of the Tabs
The WebGUI is divided into the following tabs:
General
Network
NTP
PTP

Alarm

=A =4 =4 A4 -4 -4

Device

6.3.1 GENERAL Tab

This is the first tab which is displayed when using the web interface.

NETWORK TIME SERVER 7274RC
Eiaktronik ' GmbH

General Network NTP [ PTP [ Alarm [ Device =0
NTP Time Status Sync Source Status
DATE TIME STRATUM ACCURACY SYNCHRONIZATION
02.05.2018 12:40:28 UTC [ W HIGH M R (SYNC)
Login System Overview
User master is logged in . )
since 12:40:26 UTC. B system is up and running
D No error
Logout
ﬂ High accuracy operation >= 1 hour
. NTP is running
. NTP has stratum 1
. NTP accuracy is HIGH
NTP Time Status

This area shows basic information about the current time and date of the Board. The time
always corresponds to UTC time. The reason for this is that NTP always works with UTC and
not local time.

Stratum displays the actual NTP stratum value of the bard 7274(RC) (value range from 1-16).

The ACCURACY field (accuracy of NTP) contains the values LOW, MEDIUM and HIGH. The
meaning of these values is explained in Chapter 10.6 Ac ¢ u r aNT{ Baic Principles and
Chapter 8 Technical Data.
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Sync Source Status

Display of the actual status of synchronization of the base system with these possible values:

R (SYNC) Time synchronized + Quartz regulation started/running
R (SYOF) | Time synchronized + SyncOFF running
Q (QUSE) | Quartz/Crystal time after reset or manual setting
- (INVA) Invalid time
Login

The Login box is used how described in Chapter 6.2.1 LOGIN and LOGOUT as a User.

System Overview
This table gives a direct overview of the Board 7274(RC) current operating states.

WebGUI LED Bedeutung
System Status On System 7274(RC) is up and running
1Hz flashing Firmware update
1Hz flashing System is booting
Off System not ready
Error An Emergency operation
1Hz flashing PCID not found
1Hz flashing System bus error
Aus No error
High accuracy operation | An >= 24 hour
flashing >=1 hour
Aus <1 hour
NTP is (NOT) running An NTP is running and active
Aus NTP is not running
NTP has str alAn NTP has Stratum 1
1Hz flashing NTP has Stratum 2-15
Aus NTP has Stratum 16
NTP Accur acy| An NTP accuracy HIGH
1Hz flashing NTP accuracy MEDIUM
Aus NTP accuracy LOW

50/ 127 7274 and 7274RC NTP/SINEC H1 LAN Board - V04.00

hopf Elektronik GmbH
Nottebohmstr. 41 A D-58511 Liidenscheid A Tel.: +49 (0)2351 9386-86 A Fax: +49 (0)2351 9386-93 A Internet: http://www.hopf.com A E-Mail: info@hopf.com



HTTP/HTTPS WEBGUI i WEB BROWSER CONFIGURATION INTERFACE E/emggbf

6.3.2 NETWORK Tab
All the links within the tabs on the left hand side lead to corresponding detailed setting options.

General Network NTP [ PTP [ Alarm [ Device

Host Settings Host/Nameservice
Host/Nameservice Hostname
Network Interface [hopf7274
ETHO " f Use Manual DNS Entries
Network Interface
enabled W
ETH1
Network Interface DNS Server 1 IPv4/IPv6 Address
Bonding/Teaming [ |
Network Interface
PRP DNS Server 2 IPv4/IPv6 Address
Routing | |
Routing File DNS Server 3 IPv4/IPv6 Address
Protocols
Management Default Gateway
Time -
Mains Frequanc Use Manual Gateway Entries
Mains Frequency
Default Gateway IPv4 Address
192.168.180.1
Default Gateway IPv6 Address

Changing Network Parameters

Modifications of the network parameters (e.g. IP address) are immediately
effective clicking on Apply to confirm.

However, the modifications are not permanently saved yet. This requires
to access the WebGUI with the new network parameters again and to
save the data with Save permanently.

6.3.2.1 Host/Nameservice

Setting for the unique network identification.

6.3.2.1.1 Hostname

The standard setting for the Hostname is "hopf7274". This name should also be adapted to
the respective network infrastructure.

In case of doubt, just leave the standard setting as it is or ask your network administrator.

The hostname must meet the following conditions:

I The hosthame may only contain the characters 'A'-'Z', '0'-'9', '-" and .
. There should be no distinction between upper-and lower-case
letters.

91 The character '.' may only appear as a separator between labels in
domain names.

9 The sign '-' must not appear as first or last character of a label.

For a correct operation a hostname is required. The field for the hostname
must not be left blank.
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6.3.2.1.2 Use Manual DNS Entries

With this setting you can select whether the manually entered DNS servers (DNS servers 1 to
3) should be used.

If "enabled" is selected here, the entries in DNS Server 1 to 3 are used.

If "disabled" is selected, the entries in DNS Server 1 to 3 are ignored.

If a DHCP server is used to distribute the network configuration and if this
also distributes the DNS servers used in the network, then Use Manual
DNS Entries should be set to disabled.

6.3.2.1.3DNS Server 1to 3

The IP address (IPv4 or IPv6) of the DNS server should be entered if you wish to use the Fully-
Qualified Host Name (hostname.domainname) or work with reverse lookup

Contact your network administrator for details of the DNS server if not known.

If no DNS server is available (special case), enter 0.0.0.0 in the input field or leave the field
blank.

6.3.2.1.4 Use Manual Gateway Entries

With this setting, you can select whether the manually entered gateways (Default Gateway
IPv4 and Default Gateway IPv6) should be used.

If "enabled” is selected here, the entries in Default Gateway IPv4 and Default Gateway IPv6
are used.

If "disabled" is selected, the entries in Default Gateway IPv4 and Default Gateway IPv6 are
ignored.

If a DHCP server is used to distribute the network configuration and if this
also distributes the address of the default gateway used in the network,
then Use Manual Gateway Entries should be set to disabled.

6.3.2.1.5 Default Gateway IPv4

The standard gateway is generally configured via the Base System menu. However it can also
be changed via the web interface.

® In Base System 7001 / 68xx the changed LAN configuration is only stored
l in the Boardoés flash memory and is
is entered.

Values modified via LAN are not automatically updated in the Base System
and thus are no longer correctly displayed in the Base System after the
modification. For this reason it is recommended to configure the default
gateway via the Base System. For the respective behaviour of the Base
System the appropriate manual should be considered.

If the IPv4 default gateway is not known, it must be requested by the network administrator. If
no standard gateway is available (special case), enter 0.0.0.0 in the input field or leave the
field blank.
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6.3.2.1.6 Default Gateway IPv6

If the Ipv6 default gateway is not known, it must be requested by the network administrator. If
no standard gateway is available (special case), enter :: in the input field or leave the field
blank.

6.3.2.2 Network Interface ETHO/ETH1
Configuration of the Ethernet interface ETHO/ETH1 of the Board 7274(RC)
General Network NTP [ PTP [ Alarm [ Device

Host Settings ETHO IPv4 Settings ETHO IPv6 Settings
Host/Nameservice Link Status Use IPv6 Settings
Network Interface up disabled v
ETHO Default Hardware Address (MAC) DHCP-IPvG
MNetwork Interface 00:03:C7:01:51:70 di
e [03:C701is1: isabled v
=Tl [disabled V]

Use Custom Hardware Address (MAC)

Routing _ IPv6-Address
disabled v
Routing File _ |
Custom Hardware Address (MAC) IPv6 Subnet Prefix Length
Protocols DHCP
disabled v
Management
Time IPv4-Address
192.168.180.135
IPv4-Network Mask
255.255.252.0

Operation mode
Auto negotiate ~

Maximum Transmission Unit (MTU)

6.3.2.2.1 Default Hardware Address (MAC)

The factory assigned MAC address can only be read and cannot be changed by the user. It is
assigned once-only by Aopf Elektronik GmbH for each Ethernet interface.

For further information about the MAC address refer to chapter 1.2.2 1 Board Description
7274 and 7274RC for Board 7274(RC).

@
l hopf Elektronik GmbH MAC addresses begin with 00:03: C7:XX:XX:XX.
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6.3.2.2.2 Customer Hardware Address (MAC)

The MAC address assigned from fgpf can be changed to any user-defined MAC address.
The board identifies itself with the user-defined MAC address to the network. The default
hardware address shown in WebGUI remains unchanged.

Please avoid a double of customer MAC address in the Ethernet.

If the MAC address is not known please contact yours network
administrator.

The use of customers MAC address needs to be activated by the function Use Custom
Hardware Address (MAC) with enable and subsequently save it with Apply and Save.

Afterwards the customers MAC address has to be entered in hexadecimal form with a colon
to separate as described in the below example, e.g. 00:03:¢7:55:55:02

1

The MAC address assigned by Aopf can be activated at any time by
disabling this function.

There are no MAC multicast addresses allowed!

Finally, the Board 7274(RC) has to be restarted via "Device” "Reboot Device" (see Chapter
6.3.6.4 Restarting the Board (Reboot Device / Hardware Reset)

6.3.2.2.3 DHCP

If DHCP is to be used, 0.0.0.0 should be entered as the IPv4 address via the Aopf Base
System menu (likewise for gateway and network mask). This change can also be made via
the web interface by enabling the DHCP mode.

6.3.2.2.4 IPv4 Address

The IPv4 address is generally configured via the hopf Base System menu. However it can
also be changed via the web interface.

1

In Base System 7001 / 68xx, the changed LAN configuration is only stored in
the Boardés flash memory and is AL
entered.

Values modified via LAN are not automatically updated in the Base System
and thus are no longer correctly displayed after the modification. For this
reason it is recommended to configure the IPv4 address via the Base System.
For the respective behaviour of the Base System the appropriate manual
should be considered.

Contact your network administrator for details of the IPv4 address if not known.
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6.3.2.2.5 IPv4 Network Mask

The IPv4 network mask is generally configured via the fopf Base System menu. However it
can also be changed via the web interface.

® In the Base System 7001 / 68xx, the changed LAN configuration is only
l stored in the Boarddés fl ash memory
value is entered.

Values modified via LAN are not automatically updated in the Base System
and thus are no longer correctly displayed after the modification. For this
reason it is recommended to configure the IPv4 network mask via the Base
System. For the respective behaviour of the Base System the appropriate
manual should be considered.

Contact your network administrator for details of the IPv4 network mask if not known.

6.3.2.2.6 Operation Mode

The network device usually adjusts the data stream and duplex mode to the device to which it
is connected (e.g. HUB, SWITCH) automatically. If the network device requires a certain speed
or duplex mode, this can be configured via the web interface. The value should only be
changed in special cases. The automatic setting is normally used.

Operation mode

Auto negotiate

10 Mbps / half duplex
100 Mbps / half duplex
10 Mbps / full duplex
100 Mbps [ full duplex
11000 Mbps / full duplex

® In individual cases an enabled "Auto negotiate” might lead to problems
l between the network components and the adjustment process fails.

In such cases it is recommended to set the network speed of the Board
7274(RC) and the connected network components manually to the same
value.

6.3.2.2.7 Maximum Transmission Unit (MTU)

The Maximum Transmission Unit describes the maximum size of a data packet of a protocol
of the network layer (layer 3 of OSI model), measured in octets which can be transferred into
the frame of a net of the security layer (layer 2 of OSI model) without fragmentation.

Board 7274(RC) is going to be delivered with default setting 1356.
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6.3.2.2.8 IPv6
The Board 7274(RC) can also be operated in an IPv6 network.
To enable IPv6, Use IPv6 Settings must be set to enable.

IPv6 addresses are 128 bits long and they are recorded in eight 4-character hexadecimal
blocks. For example: 2001:0db8:0000:08d3:1319:8a2e:0370:7344

Leading zeroes in a 4-character hexadecimal block can be omitted. For the above example,
this results in the notation: 2001:db8:0:8d3:1319:8a2e:370:7344

In addition, once per IPv6 address a consecutive sequence of blocks containing all zeros may
be omitted. But this must be recorded with two consecutive colons. For the above example,
this gives the notation: 2001:db8::8d3:1319:8a2e:370:7344

Another example: 2001:0:0:0:1319:8a2e:0:7344 may be represented
as 2001::1319:8a2e:0:7344
or 2001:0:0:0:1319:8a2e::7344

6.3.2.2.9 DHCP-IPv6

If DHCP is to be used, this function is activated with enabled.

6.3.2.2.10 IPv6 Address

If DHCP is not used, enter the IPv6 address here. If the IPv6 address to be used is unknown,
it must be requested by the network administrator.

6.3.2.2.11 IPv6 Subnet Prefix Lengh

If no DHCP is used, the length of the network address must be entered here. If the length of
the network address is not known, it must be requested by the network administrator.
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6.3.2.2.12 VLAN (Activation Key necessary)

A VLAN (Virtual Local Area Network) is a logical sub-network within a network switch or a
whole physical network. VLANs are used to separate the logical network infrastructure from
the physical wiring, thus to virtualize the Local Area Network. The technology of VLAN is
standardized by IEEE Standard 802.1g. Network applications like Board 7274(RC),
implementing the standard IEEE 802.1q, are able to allocate individual network interfaces to
specific VLANSs. To transfer data packets of several VLANS via a single network interface the
data packets are marked with a related VLAN ID. This method is called VLAN-Tagging. The
network application at the other end of the line (e.g. network switch, router etc.) can allocate
the data packet to the correct VLAN by checking the marking / tag.

WebGUI with activated VLAN

To be able to configure VLANS the activation status must be set to "enabled" first. Afterwards
up to 32 different VLANS per network interface can be configured by clicking the button "Add".

An explicit VLAN ID must be configured for each VLAN interface.

The boxes "Label" and "Remark" can be filled out with a designation or a comment to easily
keep the configured VLANSs apart.

Determination of the IP-address for the configured VLAN interface can either be done
automatically via DHCP or by filling out the boxes "IP-Address" and "Network Mask".

To ensure the correct function the network appliance must be connected
with Board 7274(RC) via the network interface. Furthermore it must be
ensured that the network appliance is accurately configured with the same
VLANS.

i 0

VLAN ID one (1) and two (2) are reserved and are therefore not permitted!
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