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Version Numbers (Firmware / Description)

THE TERM SET DEFINES THE FIXED RELATIONSHIP BETWEEN THE IMAGE VERSION
AND THE ASSOCIATED H8 FIRMWARE VERSION.

THE FIRST TWO DIGITS OF THE TECHNICAL DESCRIPTION VERSION NUMBER, THE
SET VERSION AND THE IMAGE VERSION MUST BE THE SAME! THEY DESIGNATE THE
SHARED FUNCTIONAL IDENTITY BETWEEN DEVICE, SOFTWARE AND TECHNICAL
DESCRIPTION.

THE VERSION NUMBER OF THE IMAGE AND THE H8 SOFTWARE CAN BE READ IN THE
WEBGUI oF TIME SERVER 8029NTS/GPS (SEe CHAPTER 7.3.5.1 DEVICE
INFORMATION AND CHAPTER 7.3.5.2 HARDWARE INFORMATION).

THE TWO DIGITS AFTER THE DOT IN THE VERSION NUMBER DESIGNATES
CORRECTIONS TO THE FIRMWARE AND/OR DESCRIPTION WHICH HAVE NO EFFECT ON
FUNCTIONALITY.

Downloading Technical Manuals

All current manuals of our products are available free of charge via our homepage on the

Internet.
Homepage: http://www.hopf.com
E-mail: info@hopf.com

Symbols and Characters

Operational Reliability

Disregard may cause damages to persons or material.

Functionality

Disregard may impact function of system/device.

Information

i 0

Notes and Information.
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Safety regulations

The safety regulations and observance of the technical data serve to
ensure trouble-free operation of the device and protection of persons and
material. It is therefore of utmost importance to observe and compliance
with these regulations.

If these are not complied with, then no claims may be made under the
terms of the warranty. No liability will be assumed for any ensuing
damage.

Safety of the device

This device has been manufactured in accordance with the latest
technological standards and approved safety regulations

The device should only be put into operation by trained and qualified staff.
Care must be taken that all cable connections are laid and fixed in position
correctly. The device should only be operated with the voltage supply
indicated on the identification label.

The device should only be operated by qualified staff or employees who
have received specific instruction.

If a device must be opened for repair, this should only be carried out by
employees with appropriate qualifications or by Aopf Elektronik GmbH.

Before a device is opened or a fuse is changed all power supplies must
be disconnected.

If there are reasons to believe that the operational safety can no longer
be guaranteed the device must be taken out of service and labelled
accordingly.

The safety may be impaired when the device does not operate properly
or if it is obviously damaged.

CE-Conformity

This device fulfils the requirements of the EU directive 2014/30/EU
"Electromagnetic Compatibility" and 2014/35/EU "Low Voltage Equipment”.

Therefore the device bears the CE identification marking
(CE = Communautés Européennes = European communities)

The CE indicates to the controlling bodies that the product complies with the requirements of
the EU directive - especially with regard to protection of health and safety for the operator and
the user - and may be released for sale within the common markets.
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GPS - NTP Time Server 8029NTS/GPS
By GPS time synchronization and the worldwide used time protocol NTP (Network Time
Protocol) the Time Server 8029NTS/GPS turns into a highly accurate NTP Stratum 1 Time
Server. It is used for the synchronization of computers and industrial networks.
The Time Server supports the following synchronization protocols:
1 NTP (incl. SNTP)
1 Daytime
1 Time
1 SINEC H1 time datagram (Activation Key necessary)
( hopf (__GPS -NTP Time Server ) |
O gk Q0 o
Status
1
AC-M05-D W |—
@ Power 3 -
ro@ Qon
Input
: 100-240V AC
(110-250V DC)
i 4T-440Hz
: max. 6VA
E:cnnm:l m:ins plug Antenna
mgg:m:n
@) ©
NG Q
L
.
Push wpwarcs and to orerd
S =
ke c € @ Qbﬂpf 8024GPS / 8029NTS-1 @J
The Time Server is integrated into a compact DIN Rail housing and is characterized by its
easy and simple operation, although it offers a broad range of functions. Some of the
practice-oriented functionalities are:
1 Complete parameterisation via protected WebGUI access
All required settings for operation can be executed via a password proteded WebGUI
also giving an overview of the status of the Time Server 8029NTS/GPS.
1 Monitoring of GPS antenna circuit
An error message is generated when there is a short circuit in the GPS antenna circuit
or an open antenna input.
1 Automatic switch-over of summer/winter time (initial setting required)
After initial commissioning there is no user intervention for a correct summer/winter
time changeover for the following years required.
1 Automatic handling of the leap second
Insertion of a leap second in UTC time is automatically recognised and executed by
the the Time Sever 8029NTS/GPS.
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A superior security is guaranteed via available coding procedures such as symmetric keys,
autokey and access restrictions and deactivation of non-used protocols.

Diffferent Managemenet and Monitoring Functions are availabe as options (e.g. SNMP,
SNMP-Traps, E-mail notification, Syslog-messages including MIB Il and private Enterprise
MIB).

Currently the Time Server 8029NTS/GPS offers following unlockable functions:

1 Alarming
After activation SNMP_(included SNMPv3), Syslog and E-mail notification are
available in order to monitor the system condition. Furthermore, a MIB Il and private
Enterprise MIB are provided allowing realization of management functions.

1 Routing
This function allows entering routes in the Time Server 8029NTS/GPS for spezial
network requirements.

 SINEC H1 time datagram

This function allows paramerization of the SINEC H1 time datagram and output via
the LAN interface.

A few other basic functions of the Time Server 8029NTS/GPS:

1 The Time Server 8029NTS/GPS operates as NTP Server with Stratum 1
Easy operation via WebGUI

Status LEDs on the front panel

Sync status output via optical coupler

High freewhell accuracy provided by GPS-supported regulation of the internal quartz
basis

Completely maintance-free system

SyncOFF Timer (reception failure bypassing) for operation free of fault messages
even based on difficult reception conditions

1 Redundant multiple validation of the synchronization signal for an error-free and
leapfree signal evaluation

1 Maintefnace-free, buffered backup clock for at least three days

=A =4 -4 =4

=A =4

Software supplied:

1 hmc Remote Software for the operating systems:

Microsoft® Windows® NT/2000/XP/VISTA/7 (32/64 Bit)
Microsoft® Windows® Server 2003/2008 (32/64 Bit)
Linux® (32/64 Bit)

Oracle® Solaris SPARC/x86

IBM AIX® (ab Version 5.2)

HP-UX 11i (RS232 support only for PA-RISC architecture)

O O O o0 oo
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Overview of the functions of the network Time Server 8029NTS/GPS:

Ethernet Interface
1 Auto negotiate
1 10 Mbps half-/full duplex
1 100 Mbps half-/full duplex

Time Protocols

NTPv4 Server

NTP Broadcast Mode

NTP Multicast Mode

NTP Client for additional NTP Servers (redundancy)
SNTP Server

NTP Symmetric Key Encryption

NTP Autokey Encryption

NTP Access Restrictions

PPS Time Source

SINEC H1 time datagram (Activation Key necessary)
RFC-867 DAYTIME Server

RFC-868 TIME Server

=

=A =4 =4 -4 4 4 -4 -4 -4 -4 -4

Network Protocols
1 HTTP/HTTPS
DHCP
Telnet
SSH
SNMPv3, SNMP Traps (MIB Il, Private Enterprise MIB) (Activation Key necessary)
NTP (including SNTP)
1 SINEC H1 time datagram (Activation Key necessary)

=A =4 =4 -4 -4

Configuration Channel
1 HTTP/HTTPS WebGUI (browser-based)
Telnet
SSH
External LAN configuration tool (Amc 1 Network-Configuration-Assistant)

= =4 =4 A

hmc Remote connection

Additionally Freatures
1 E-mail notification (Activation Key necessary)
Syslog messages to external syslog server (Activation Key necessary)
Routing (Activation Key necessary)
Update via TCP/IP
Fail-safe
Watchdog circuit
System management
Customized security banner

=A =4 -4 -4 -4 -4 -4
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2 System Structure
Views of the Timer Server 8029NTS/GPS with AC and DC power supply.

Y Y

é 9"""'@@ (__GPS - NTP Time Server ) @ r@ o hops olo (_ GPS-NTP Time Server ) o

Status Status
AC-M05-D ; o DC24-M15-D : S
2 Reset 2 Reset
@ Power 3 %& ° @ Power 3 Eg;% ©
ro@ @on ) rol@ @on , %
000 0o
‘ SBBUVA ‘ usBBUVA
usB usB
Disconnect mains plug Antenna ETHO e_ aa
before open the unit H s
Vor Offnen des Gerites 8 N2 [ | (3
Netzstecker ziehen E =3 E =]
3 o2 ; z
S g 5
N@E
L®

Demounting from DIN rail:
Push upwards and tip forward

© © € Vhopruscrsmanss D [ © € OO hopr srirsims: @

J J

2.1 Housing

The Time Server 8029NTS/GPS is built into a closed aluminium profile housing for DIN Rail
mounting according to DIN EN 60715 TH35.

2.2 Power Supply
Currently the following types of power supplies are available:

1 AC/DC wide range power supply 100-240V AC / 110-250V DC
Type: AC-M05-D

1 DC power supply 18-36V DC (nominal voltage 24V DC)
Type: DC24-M15-D

1 DC power supply 36-76 VDC (nominal voltage 48V DC)
Type: DC48-M15-D

2.3 Functional Overview of the Front Panel Elements

This chapter describes the individual front panel elements and their functions.

2.3.1 Reset-(Default) Button

Reset The Reset-(Default) Button is accessible with a thin object through the
?‘%%é & small drilling in the front panel next to the "Reset" inscription” (see
chapter 4.3 Reset-(Default) Button).

12/121 GPS - NTP Time Server with LAN Interface 8029NTS-V2/GPS - V07.00

hopf Elektronik GmbH
Nottebohmstr. 41 A D-58511 Lidenscheid A Tel.: +49 (0)2351 9386-86 A Fax: +49 (0)2351 9386-93 A Internet: http://www.hopf.com A E-Mail: info@hopf.com



SYSTEM STRUCTURE op f
Elektronik GmbH

2.3.2 NTP Status LEDs (NTP/Stratum/Accuracy)

’5% %6 o NTP-LED (Green) |NTP sewrvice of the Time Server 8029NTS/GPS
% 2% On Standard, running
000 Off Not running
Stratum1-LED The NTP service of the Time Server 8029NTS/GPS
(Green) works with:
On Stratum 1
Flashes Stratum 2-15
Off Stratum 16 (no synchronization of NTP Clients)
Accuracy-LED The NTP service of the Time Server 8029NTS/GPS
(Green) works with accuracy of:
On high
Flashes medium
Off low

2.3.3 USB-Port

e On specific problems the USB connection can be used for a system recovery

USBBUVA after consulting the hopf Support.
\E‘

usB

-

2.3.4 LAN Interface ETHO

USB 10/100-LED | Description
(Green)
ETHO 6_‘ Off 10 MBit Ethernet detected
E*DL g On 100 MBit Ethernet detected
§ Ink/act-LED | Description
n ’—ID g (Yellow)
g |off No LAN connection to a network
On LAN connection available
Flashes Network activity at ETHO (transmission / reception)
Pin No. Assignment
1 Tx+
2 TXIi
3 Rx+
4 Not in use
5 Not in use
6 Rxi
7 Not in use
8 Not in use
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2.3.4.1 MAC-Address for ETHO

Each LAN interface is clearly identifiable on the Ethermet via a unique MAC Address
(hardware address).

The MAC address given for the LAN interface ETHO can be read in WebGUI of the appropriate
board or be evaluated via the himc Network Configuration Assisant. The MAC address is
uniquely assigned for each LAN interface by the company hopf Elektronik GmbH.

e The factory set MAC address for the Time Server 8029NTS/GPS is stated
l on a sticker laterally positioned on the exterior of the housing of the device.
®

l hopf Elektronik GmbH MAC addresses begin with 00:03: C7:XX:XX:XX.

2.3.5 Sync Status Optical Coupler

Status Sync Status Optical Coupler
1 ] 3-pole pluggable Connector
2 ] Pin Signal
3 [ 1 Collector
o~ o~ 2 n.c.
3 Emitter

2.3.6 Sync Status LEDs

B
RD. OGN Sync Status LE_Ds
LED Meaning
~me A RD Status LED red
GN Status LED green

The Status LEDs on the front panel signal the current (synchronization) status of the Sync
Source (here Module 8024GPS). The meanings of the LEDs are as follows:

LED RD LEDGN Status STATUS

- Red - Green Code
Off ON Sync (radio-synchronous) with quartz regulation SYNC
Off Flashes | Sync (radio-synchronous) - SyncOFF timer running SYOF

Flashes ON Sync (radio-synchronous) - simulation mode SYSI

Flashes Flashes | Quarz - SyncON timer running QUON
ON ON Quarz - time was set via synchronization source QUEX
ON Flashes | Quarz - time set manually or after reset QUSE
ON Off No valid time INVA
Off Off No operating voltage / faulty
3Hz Off General Module Error (PCID) INVA
3Hz Invert | User-Settings missing INVA

3Hz (Difference time / ST-WT changeover)
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SYSTEM STRUCTURE

2.3.7 GPS Antenna Input

GPS 6 GPS Antenna
BNC connector

1 @ | GPS |Antenna input

Antenna

antenna input provi des -ainr d witte

The
Afopen inputif.

i
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3 Function Principle

This chapter describes the function principle of the Time Server 8029NTS/GPS and the
internal relations between the different functional groups.

3.1 Block Diagram
GPS Network TimeServer 8029NTS/GPS
8024GPS 8029NTS
Web-GUI: Web-GUI:
Sync Source Hiah Precision Ti Device
1 recision Iime
Power (" status J -
Supply | mm (]
AC-M05-D s |g——2nagement &%%:58(
ro@ Qon %
O o s @ Fi Update ©00
gt _‘ Irmware Up —
U, 100-240V AC usB
Fl: maxown “Aionna. ETHo O,
e : Mz
A e
Netzstecker ziehen E [ %
Y- —
N
L - Internal Supply Voltage
1 Internal Supply Voltage
The individual functional components are supplied with the required operating voltage
via the implemented power supply unit.
1 Firmware Update
A HB8 firmware update of the Sync Souce (here Module 8024GPS) is completey
controlled by Module 8029NTS.
The update file for Module 8024GPS is loaded into Module 8029NTS via LAN through
the WebGUI. Then Module 8029NTS performs the update of the Sync Source (here
Module 8024GPS) independently.
1 Management
The entire control of the Sync Source (here Module 8024GPS) is done by Module
8029NTS. All data of the Sync Source, indicated via WebGUI, are demanded cyclically
by Module 8029NTS from the Sync Source (here Module 8024GPS) or if necessary.
These data are then prepared for the display in WebGUI. After activation settings for
the Sync Source are transferred to the Sync Source immediately.
1 High Precision Time
The Sync Source provides a high-precision time information and the according
synchronization status to Module 8029NTS. This time and status information is used
for synchronization of the NTP service and if applicable other signal generations
running on 8029NTS.
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3.2

3.3

Function 8029NTS (WebGUI: Device)

The Module 8029NTS is the "heart" of the Time Server 8029NTS/GPS. A complete LINUX
operating system is running on this Module providing all functions such as NTP, WebGUI etc.
The Module also controls the connected Sync Source (here Module 8024GPS). Using the
high-precise time information of Module 8024GPS the NTP service running on Module
8029NTS is also adjusted with high-precision. Thus the Module 8029NTS is a very precise
NTP STRATUM 1 - Time Server.

Function 8024GPS (WebGUI: Sync Source)

The Module 8024GPS is in principle an independent Module with GPS receiver and its own
MProcessor. In synchronous status it provides a high-precise time information to the Module
8029NTS. The control of Module 8024GPS in this system is completely done via Module
8029NTS. Parameters required by Module 8024GPS or provided are entered into WebGUI of
Module 8029NTS or rather be output.

The Module 8024GPS has an own failsafe memory in which all required data for operation
after generation via WebGUI are stored.

As the data of the Sync Source for the WebGUI indication need to be received by the Module
8029NTS at first, it is no real-time indication in WebGUI.
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4.1

4.2

4.3

System Behaviour

This chapter describes the behaviour of the system in special operational phases and
conditions.

Boot Phase

The boot process of the Time Server 8029NTS/GPS starts after turning on the system or a
reset.

During the boot process the Module 8029NTS boots its LINUX operation system and is
therefore not available via LAN.

The end of the boot process is reached when the green NTP LED is shining and thereby
indicates that the NTP service on Module 8029NTS has been started and enabled. The boot
process lasts approx. 1-1.5 minutes.

NTP Adjustment Process (NTP/Stratum/Accuracy)

NTP is a regulation process. After start of the NTP services, automatically processed during
booting, the Time Server 8029NTS/GPS requires approximately 5-10 minutes after
synchronization of the Sync Source (Status "SYNC") until NTP is set to the high accuracy of
the Sync Source (here Module 8024GPS) and reaches the optimized operation condition of
STRATUM =1 and ACCURACY = High.

The decisive factors here are accuracy of the synchronization source and the appropriate
synchronization condition of the Sync Source.

Reset-(Default) Button

The Time Server 8029NTS/GPS can be reset by the Reset-(Default) Button behind the front
panel of the board. The Reset-(Default) Button is accessible with a thin object through the
small drilling in the front panel.

The button triggers different functions depending on how long it is pressed:

Duration Function

<1 sec. No action

1-9sec. After releasing a systemwide hardware reset is triggered

10 - 19 sec. After releasing a CUSTOM DEFAULT followd by a REBOOT is
triggered after approx. 10 seconds.

>= 20 sec. After releasing a FACTORY DEFAULT followd by a REBOOT is
triggered after approx. 10 seconds

If the user saves no CUSTOM DEFAULT via the WebGUI, a FACTORY
DEFAULT is triggered instead.
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4.4  Firmware Update

The Time Server 8029NTS/GPS is a multi processor system. For this reason a firmware
update always consists of a so called Software SET including up to three (3) program releases
defined by the SET version needed to be loaded into the board.

> >

ATTENTION

In order to select the correct image update, chapter 7.3.5.6.1 Select
Image Update must be checked!

An update is a critical process.
The device should not be turned off during the update and the network
connection to the device not be interrupted.

All programs of a SET needed to be uploaded to ensure a defined
operation condition.

The progam releases assigned to a SET version may be taken from the
release notes of the software SETs of the Time Sever 8029NTS/GPS.

4.4.1 Firmware Update 8029NTS (WebGUI: Device)

The general process of a software update of Module 8029NTS is described below:

<

For selection of the correct update set the identifier 8029NTS-V2 has to be
observed obligatory. The extension V2 describes a hardware version of
8029NTS.

8029NTS-V2 can be recognized:
1 By the imprint stated on the front panel "Agpf 8024GPS / 8029NTS"
9 By the label on the housing cover "8029NTS-V2"
1 InWebGUI at the Web-banner "8029NTS-V2"

The firmware update 8029NTS-V2 has to be performed as a SET.

The software package contained in the ZIP archive has to be unpacked. The following steps
have to be executed in the following sequence:

1. Image Update 8029NTS-V2
2. H8 Firmware Update 8029NTS-V2 (optional)
3. H8 Firmware Update 8024GPS
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Image Update

N o o~ DR

Log in as Master in WebGUI of the board.

Select in Device tab the menu item Image Update.

Select the file with the file .img via the selection window.

The selected file is shown in the selection window.

The update process is started with the button Upload now.

In WebGUI the successful file transfer and writing to the Module is indicated.

In WebGUI the successful update is indicated after 2-3 minutes with the request to
release a reboot of the board.

After activation and successful reboot of the board the image update process is
finished.

H8 Update (Optional i_only when in WebGUI available)

9.

10.
11.
12.
13.
14.
15.
16.
17.

Log in as Master in WebGUI of the board.

Select in the Device tab the menu item H8 Firmware Update.

Select the file with the file extension .mot for Module 8029 via the selection window.
The selected file is shown in the selection window.

The update process is started with the button Upload now.

In WebGUI the successful file transfer to the Module is indicated.

Now the update of the board automatically starts after a few seconds.

After successful update the board automatically reboots.

After approx. 2 minutes the H8 update process is finished and the board is again
accessible via WebGUI.

4.4.2 Firmware Update 8024GPS (WebGUI: Sync Source)

H8 Firmware Update 8024GPS

1.

© © N o g A~ w DN

Log in as Master in WebGUI of the board.

Select in the GPS SYNC SOURCE tab the menu item H8 Firmware Update.

Select the file with the file extension .mot for Module 8024 via the selection window.
The selected file is shown in the selection window.

The update process is started with the button Upload now.

In WebGUI the successful file transfer to the Module is indicated.

Now the update of the board automatically starts after a few seconds.

After successful update the board automatically reboots.

After approx. 2 minutes the H8 update process is finished and the board is again
accessible via WebGUI.
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4.5  Activation of Functions (Activation Key)

Currently the Time Server 8029NTS/GPS offers three functions that require an "Activation
Key".

These functions are only available after entering a valid activation key related to the serial
number of the Module 8029NTS (not the serial number of the overall system).

The activation of such function(s) can be done by default and also later by the user if required.

These functions are:

1 Alarming
After activation the functions SNMPv2, SNMPv3, Syslog and Email notification are
available in order to monitor the system condition. Furthermore a MIB Il and private
enterprise MIB are provided with which management functions can be realized.

1 Routing
This function allows entering routes in the the Time Server 8029NTS/GPS for spezial
network requirements.

 SINEC H1 time datagram

This function allows paramerization of the SINEC H1 datagram and output via the LAN
interface.

The settings for activation keys (e.g. an entered activation key) are neither
modified nor influenced by the functions FACTORY DEFAULTS and
CUSTOM DEFAULTS.
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5 Installation
The installation of the Time Server 8029NTS/GPS is described below.

5.1 Installation/Dismounting of the DIN Rail Housing

The Time Server 8029NTS/GPS can be mounted on all rails in accordance with DIN EN 60715
TH35 and is designed for horizontal mounting.

Dimensions
The dimensions of the housing can be found in Chapter 11.5 Dimensions i DIN Rail Housing.
1 Time Server 8029NNTS/GPS i Housing: TYPE 2

In order to guarantee an adequate convection, we recommend the
following minimum distance from other modules:

9 5.0 cm in vertical direction and
I 1.0 cm in horizontal direction.

5.1.1 Mounting

Pl ace the modul eds rail guide bar against
upwards, and clip to the back.

B

5.1.2 Dismounting
Push the module upwards and then tip forward to remove from the rail.
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5.2  Protective Earth Conductor (Grounding)
Grounding of the Time Server 8029NTS/GPS is achieved via the PE line of the power supply
wiring.
5.3 Power Connection
Depending on the version of the appliance an AC or DC power feeding is available.
5.3.1 AC Power Supply
The standard AC power supply unit of the Time Server 8029NTS/GPS is described hereunder.
However, the connection data on the nameplate of the respective device are always
applicable.
Pay attention to the following when connecting the power supply:
1 Correct voltage type (AC or DC),
I Voltage amount
The power cable is connected via a 3pole pluggable screw terminal with housing.
ﬁ Connecting the incorrect voltage can damage the Time Server 8029NTS/GPS.
5.3.1.1 Safety and Warning Instructions
Please read these instructions thoroughly to facilitate safe operation of the device and to use
all of its functions!
‘A Warning: Never work on live equipment! Danger to life!
The Time Server 8029NTS/GPS is a built-in device. Installation and commissioning may only
be carried out by suitable specialist personnel. In doing so the respective country-specific
regulations (e.g. VDE, DIN) must be observed.
In particular, before commissioning please ensure that
1 The power connection has been installed correctly and there is guaranteed protection
against electric shock!
1 The ground wire is connected!
1 All power cables are correctly fused and sized!
1 All output lines are sized in accordance with the max. output current of the device or
are specially fused!
9 Sufficient convection is guaranteed!
The device contains components carrying life-threatening voltage and a high amount of stored
energy!
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5.3.1.2 Connection to various Power Networks

TN-S-Netz / TN-C-Netz / TT-Netz [
TN-S network TN-C network TT network
. L L
N * PEN
FE T_T I
! =
OO0 0 O Q0 O 0 0
L N PE L N PE L N PE
Ilnpf llapf llnpf
UNIT UNIT UNIT

5.3.1.3 Power Cable Connection

The power cable is connected via a 3pole pluggable screw terminal. The following cable cross-
sections can be connected to the input plug:

Fixed | Flexible Starting moment
mm? | [mmz | AWC [Nm]
L, N, @ 0.2-25 0.2-25 24-12 0.57 0.6
For areliable and secure contact:
8 mm
1

Strip the insulation by 8 mm!

The connector must always be mounted using the housing and strain
relief fitting provided.

241121
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5.3.1.4 Voltage Input / Fuse Protection
The 100-240V AC connection is made via the pluggable screw terminal L, N and @

Primary Side Fuse Protection

The device must be installed in accordance with the provisions of EN 60950. There must be a
suitable isolating device external to the power supply capable of switching the device off.

The primary side line protection, for example, is suitable for this purpose.

Further equipment protection is not required because the device is fused internally.

Recommended External Fuse

When connecting the Time Server 8029NTS/GPS a suitable fuse protection of the power
supply needs to be observed.

Accordingly, the performance data should be taken from the nameplate of the device.
Currently the standard versions of the Time Server 8029NTS/GPS are supplied with power
supplies with power consumption between 6 and 15VA.

Regarding DC applications a suitable fuse must be connected.

If the internal fuse trips it is highly likely that the device is faulty. In this
case the equipment should be checked at the factory!

5.3.1.5 Power Supply Specifications

All specifications regarding the AC power supply can be found in Chapter 12.4 Power
Supplies.

5.3.1.6 Power LED

The green Power LED allows a functional evaluation directly on site at the control cabinet.

LED lights Normal power supply operation
LED off No power supply is available or the device is faulty.

5.3.2 DC Power Supply

Make sure that the external voltage source is switched off. When
connecting the power supply, ensure that the polarity and ground

connection are correct!

1 The power supply cable is connected to the Time Server
8029NTS/GPS by means of a 2-pole plug connector with
additional ground connection and interlock:

+Vin:  Positive pole (contact 1)
TVin:  Negative pole (contact 2)
PE: Ground
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Connecting the incorrect voltage can damage the Time Server
8029NTS/GPS.

Grounding:
The negative pole (-Vin) and the ground (PE) are connected together as
standard on the system side.

5.3.2.1 Power Supply Unit Specifications

All specifications regarding the DC power supply can be found in Chapter 12.4 Power
Supplies.

5.3.2.2 Fuse Protection

When connecting the Time Server 8029NTS/GPS a suitable fuse protection of the power
supply needs to be observed.

Accordingly, the performance data should be taken from the nameplate of the device.
Currently the standard versions of the Time Server 8029NTS/GPS are supplied with power
supplies with power consumption of max. 20VA.

If the internal fuse (device fuse) blows, it is most probable that the device
is defective. In this case the device needs to be checked in the facatory!

5.4 Connection GPS Antenna System

The coaxial line of the GPS antenna system is placed on the BNC female connector with the
"GPS Antenna" inscription on the front panel of the Time Server 8029NTS/GPS. More
detailed descriptions referring to the installation of the antenna system, for example, cable
lengths and cable types, are describedinthed oc ument fAAntenna System GPS

GPS Antenna
BNC Connector
GPS Antenna input

d There is an antenna i mamut fHedhouiorii
l the system side.
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INSTALLATION
5.5 Connection LAN Interface ETHO
USB 10/100-LED | Description
(Green)
ETHO 6_‘ Off 10 MBIt Ethernet detected
E*DL S On 100 MBIt Ethernet detected
§ Ink/act-LED | Description
n V—ID g (Yellow)
g |off No LAN connection to a network
On LAN connection available
Flashes Network activity at ETHO (transmission / reception)
Pin No. Assighment
1 Tx+
2 TXi
3 Rx+
4 Not in use
5 Not in use
6 Rxi
7 Not in use
8 Not in use

5.6

Connection Sync Status Optical Coupler

The Sync Status Optical Coupler connection is a 3-pole pluggable screw terminal.

Status

[III

—_ A N

Sync Status Optokoppler

3-pole pluggable Connector

Pin Signal
1 Collector
2 n.c.

3 Emitter
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6 Commissioning
This chapter describes commissioning of the Time Server 8029NTS/GPS.

6.1 General Procedure
Overview of the general commissioning procedure:

1 Finish the installation process completely
1 Switch on the device

1  Wait until the booting phase is finsihed (Duration approx. 2 min. i finished when the
green NTP LED is lit on)

1 Using the SEARCH Function of the Aimc - Network Configuration Assistant in order
to access the Time Server 8029NTS/GPS and set the basis LAN parameters (e.qg.
DHCP). Afterwards connect to the WebGUI of the Time Server 8029NTS/GPS via
Web browser

OR
connect directly with the factory default IP-address (192.168.0.1) to the WebGUI of
the Time Server 8029NTS/GPS via Web browser

1 Login as "master”

1 Change default passwords for "master" and "device" In the DEVICE tab

I Set all required LAN parameters (e.g. entry of DNS server) in NETWORK tab if
necessary

1 Check current settings in NTP tab and modify according to individual needs as
necessary

1 Parametrize following values of the Sync Source (here Module 8024GPS) in GPS
SYNC SOURCE tab:

Set current UTC time

Set the local difference time to UTC

Set or deactivate the changeover times for summer/winter time

Set local position (if not known as 0)

Check values for reception mode, SyncON/SyncOFF Timer and status OC

O O0Oo0OOo0o

Trigger a Module Reset after the above mentioned entries

During first commissioning it is mandatory required to configure the
difference time to UTC and the changeover times for summer/winter time
respectively to deactivate them one time. Otherwise synchronization via
GPS will not be possible and a "Sync Source Error" is indicated.

1 Check for Module Error in register GPS SYNC SOURCE
Parametrize optional functions e.g. SNMP or SINEC H1 time datagram

1 Ifall base settings are carried out correctly and there is GPS reception, the GENERAL
tab should look like this after approx. 30 min.:

[ NTP Time status_| Sync Source Status
DATE TIME STRATUM ACCURACY SYNCHRONIZATION
17.03.2016 09:55:10 UTC H1 M HIGH M R (SYNC)

Sync Source ERROR

==

ment leap second inactive

STD = DST inactive
B TP s running
B NP has stratum 1

NTP accuracy is HIGH
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6.2  Switching on the Operating Voltage
The Time Server 8029NTS/GPS has no own switch for the power supply. The converter is
activated by switching on the external power supply source.
6.3  Establish the Network Connection via Web Browser
Ensure that the network parameters of the Time Server 8029NTS/GPS
are configured in accordance with the local network before connecting the
device to the network.
Connecting a network to an incorrectly configured Time Server
8029NTS/GPS (e.g. duplicate IP address) may cause interference on the
network.
The Time Server 8029NTS/GPS is supplied with a static IP-address
(equivalent to the factory default setting).
IP-address: 192.168.0.1
Network mask: 255.255.255.0
Gateway: not set
In case it is not known whether the Time Server 8029NTS/GPS with a
Factory Default setting causes problems in the network, the basis network
parameterization should be executed via a "Peer to Peer" network
connection.
d Request the required network parameters from your network administrator
l if those are unknown.
The network connection is made via a LAN cable and RJ45 plug (recommended cable type:
CATS5 or better).
6.4  Network Configuration for ETHO via LAN through Amc
After connecting the system to the power supply and creating the physical network connection
to LAN interface of the Time Server 8029NTS/GPS, the device can be searched for on the
network via the Amc (hopf Management Console). Then the base LAN parameters (IP
address, netmask and gateway or DHCP) may be adjusted in order to allow accessibility of
the Time Server 8029NTS/GPS for other systems on the network.
The SEARCH Function of the Amc - Network Configuration Assistant
requires for location and recognition of the desired Time Server
8029NTS/GPS the Amc -computer and the Time Server 8029NTS/GPS in
the same SUB Net.
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The base LAN parameters can be set via the Amc integrated Network Configuration
Assistant.

Hopf Management Console
File Devices | Tools| Help
'®| « || View DCF77 Record

Network Configuration Assistant
NTP Analysis

View GPS Record

meco

fiaps# management console
version 01.06

After a successful start of the simc  Network Configuration Assistant and completed search
of the hopf LAN devices, the configuration of the base LAN parameters can be done.

The Time Server 8029NTS/GPS is stated as 8029NTS in the Device List.

The determination of different Time Server 8029NTS/GPS (or other products variants) is made
via Hardware Address (MAC Address).

i The factory set MAC address for the Time Server 8029NTS/GPS is stated

on a sticker laterally positioned on the exterior of the housing of the device.

Device List Configuration

S029NTS Device Type Host Mame
BO29NTS |h0pf8029ms

Firmware Version Metwork Configuration Type
04.01 [static IP Address

Hardware Address IP Address
00:03:C7:01:2A:E8 |192.163.1EID.118

Serial Number Metmask
8029010984 |255.255.255.D

Cateway
[192168.100.118

-

Set Device Password Reset To Factory Defaults

Rescan Metwork Set Master Password

30/121 GPS - NTP Time Server with LAN Interface 8029NTS-V2/GPS - V07.00

hopf Elektronik GmbH
Nottebohmstr. 41 A D-58511 Liidenscheid A Tel.: +49 (0)2351 9386-86 A Fax: +49 (0)2351 9386-93 A Internet: http://www.hopf.com A E-Mail: info@hopf.com



COMMISSIONING Elektronik ‘ Gmbe

For an extended configuration of the Time Server 8029NTS/GPS through a browser via
WebGUI the following base parameters are required:

f  Host Name E e.g. hopf8029nts
f  Network Configuration Type E e.g. Static IP Address or DHCP
1 IP Address E e.g. 192.168.100.149
f  Netmask E e.g. 255.255.255.0
1 Gateway E e.g. 192.168.100.1
The hostname must meet the following conditions:

1 The hostname may only contain the characters 'A'-'Z', '0'-'9', '-'
and '." . There should be no distinction between upper-and lower-
case letters.

1 The character '." may only appear as a separator between labels
in domain names.

I The sign '-" must not appear as first or last character of a label.
® The network parameters being assigned should be pre-determined with
l the r)etwork administrator in order to avoid problems on the network (e.g.

duplicate IP address).

IP Address (IPv4)

An IP address is a 32 bit value divided into four 8 bit numbers. The standard
presentation is 4 decimal numbers (in the range 0...255) separated from each other by
dots (dotted quad notation).

Example: 192.002.001.123

The IP address consists of a leading network ID followed by the host ID. Four common
network classes were defined in order to cover different requirements. Depending on
the network class, the last one, two or three bytes define the host while the rest define
the network (network ID) in each case.

In the following text the "x" stands for the host part of the IP address.

Class A Networks

IP addresses 001.XXX.XXX.XXX t0 127 .XXX.XXX.XXX

There is a maximum of 127 different networks in this class. This allows the possibility to
connect a very high number of devices (max. 16.777.216)

Example: 100.000.000.001, (Network 100, Host 000.000.001)

Class B Networks

IP addresses 128.000.XXX.XXX t0 191.255.XXX. XXX
Each of these networks can consist of up to 65534 devices.
Example: 172.001.003.002 (Network 172.001, Host 003.002)
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Class C Networks
IP addresses 192.000.000.xx to 223.255.255.xxx

These network addresses are the most commonly used. Up to 254 devices can be
connected.

Class D Networks

The addresses from 224.XXX.XXX.XXX - 239.XXX.XXX.XxX are used as multicast
addresses.

Class E Networks

The addresses from 240.XXX.XXX.XXX - 254.XXX.XXX.xxX are designated as "Class E" and
are reserved.

Gateway Address

The gateway or router address is required in order to be able to communicate with other
network segments. The standard gateway must be set to the router address which
connects these segments. This address must be within the local network.

After entering the above mentioned LAN parameters, they needed to be transferred to the
Time Server 8029NTS/GPS via the | Apply button. Afterwards the entry of the Device
Password is requested:

x|  The Time Server 8029NTP/GPS is supplied

with the default device password <device> on
delivery. After entry click on the [ OK_| button
to confirm.

Device Password

1=

The LAN parameters thus set are directly
adopted (without reboot) by the Time Server
8029NTS/GPS and are immediately active.

oK Cancel
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7 HTTP/HTTPS WebGUI T Web Browser Configuration
Interface

For the correct display and function of the WebGUI, JavaScript and Cookies
must be enabled in the browser.

py The correct function & display of the WebGUI were verified on Windows XP
and Windows7 using the browsers MS InternetExplorer 8 and Mozilla
l Firefox, version 6.0.2 and 14.0.1

7.1  Quick Configuration

This chapter gives a brief description of the basic operation of the WebGUI installed on the
module.

7.1.1 Requirements

f
f

Ready-for-operation Aopf NTP Time Server 8029NTS/GPS

PC with installed web browser (e.g. Internet Explorer) in the sub-network of Time
Server 8029NTS/GPS

7.1.2 Configuration Steps

f
f

=A =4 =4 4 =

Create the connection to the Time Server with a web browser
Login as a 'master’ user (default password <master> is set by delivery)

Switch to "Network" tab if available and enter the DNS Server (required for NTP and
the alarm messages depending of network)

Save the configuration

Switch to "Device" tab and restart Network Time Server via "Reboot Device"
NTP Service is now available with the standard settings

NTP specified settings can be done in the "NTP" tab

Alarm messages via Syslog/SNMP/Email can be configured in "Alarm" tab i only if
this function is enabled by an activation key

The following detailed explanatory information should be read if anything is
unclear while executing the configuration steps.
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7.2 General T Introduction

The Time Server 8029NTS/GPS should be accessible to a web browser if it has been set up
correctly. Enter the IP address - as set up in the Time Server 8029NTS/GPS earlier - or the
DNS name on the address line <http://xxx.xxx.xxx.xxx> and the following screen should

appear.
The complete configuration can only be completed via the modules
WebGUI!
1 ) GPS NETWORK TIME SERVER 8029NTS-V2
Elektronix ' GmisH ) 2005-2016 |
General Network NTP Alarm [ Device GPS Sync Source 2|0
NTP Time Status Sync Source Status
DATE TIME STRATUM ACCURACY SYNCHRONIZATION
17.03.2016 09:55:10 UTC mi M HIGH M R (SYNC)
Login System Overview
Username Sync Source ERROR
‘ ‘ Announcement leap second inactive
Password . .
‘ ‘ Announcement STD < DST inactive
. NTP is running
. NTP has stratum 1
User is not legged in.
. NTP accuracy is HIGH

The WebGUI was developed for multi-user read access but not for multi-
user write access. It is the responsibility of the user to pay attention to this
issue.
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7.2.1

LOGIN and LOGOUT as User

All of the modules data can be read without being logged on as a special user. However, the
configuration and modification of settings and data can only be carried out by an authorised
user! Two types of user are defined:

1 "master" user (default password on delivery: <master>)

1 "device" user (default password on delivery: <device>)

® Differentiation is made between upper and lower case characters in the
l password. Alphanumeric characters and the following symbols can be
used:[]()*- _'$%&/="7

l The password should be changed after the first login for security reasons.

The following screen should be visible after logging in as a "master" user:

GPS NETWORK TIME SERVER 8029NTS-V2

Etaktronik ' GmbkH

General Network NTP Alarm [ Device GPS Sync Source =0

Sync Source Status

NTP Time Status

DATE TIME STRATUM ACCURACY
17.03.2016 09:57:18 UTC mi M HIGH

SYNCHRONIZATION
M R (SYNC)

Login System Overview

User master is logged in

since 09:57:13 UTC. Sync Source ERROR

Announcement leap second inactive

I
Announcement STD < DST inactive

NTP is running

NTP has stratum 1

NTP accuracy is HIGH

Click on the button to log out.

The WebGUI is equipped with a session management. If the user does not conduct a logout,
the logout is automatically made after 10 minutes of inactivity (idle time).
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7.2.2

After successful login, depending on the access level (device or master user), changes can
be made to the configuration and saved.

Users logged in as "master" have all access rights to the Time Server 8029NTS/GPS.
Users logged in as "device" do not have access to:
1 Trigger reboot
Trigger factory defaults
Carry out image update
Carry out H8 firmware update
Upload certificate

Change master password

=A =4 =4 -4 4 -4

Download configuration files

Navigation via the Web Interface

The WebGUI is divided into functional tabs. Click on one of these tabs to navigate through the
board. The selected tab is identified by a darker background colour, see the following image
(General in this case).

GPS NETWORK TIME SERVER 8029NTS-V2

Elektronik ™ GmbH

General Network [ NTP [ Alarm [ Device [ GPS Sync Source =20

User login is not required in order to navigate through the board configuration options.

JavaScript and Cookies should be enabled in the browser in order to
guarantee the correct operation of the web interface.

GPS NE

Elektronik " GmbH

[ General [ Network

Host Settings

Host/Nameservice All the links within the tabs on the left hand side lead to
Network Interface ETHO corresponding detailed display or setting options.

Routing

Protocols

Management
Time
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7.2.3 Enter or Changing Data

Itis necessary to be logged on as one of the users described above in order to enter or change
data.

7.2.3.1 Changing of Data in 8029NTS (WebGUI: Device)

All changeable data, except those in GPS SYNC SOURCE tab, are saved in Module
8029NTS. For these data the value saving is divided into two steps.

For a permanent saving the modified value MUST first be accepted with Apply from the
module and then be stored with Save. Otherwise the modifications get lost after a reboot of
the module or switching the system off.

GPS NETWORK TIME SERVER 8029NTS-V2

 Eloktranik ' GmbH

General Network NTP [ Alarm [ Device [ GPS Sync Source =0
Host Settings N Management Protocols | SNMP
Host/Nameservice HTTP Feature is not activated! Please
MNetwork Interface contact sales to purchase an
ETHO TIPS activation key.
. H
Routing
[disabled v|
SSH
Protocols
TELNET
Management disabled v
Time
SNMP

Feature not activated

Hopf Management Console

disabled v

Hopf Management Console

HMC Management Port

After an entry with Apply is made, the configured field is marked with a star ' *'. This means
that a value has been entered or changed but not yet been stored in the flash memory.

1

3
W c
Meaning of the symbols from left to right:

No. | Symbol |Description
1 |Apply Acceptance of changes and entered data
2 |Reload |Restoring the saved data
3 |Save Fail-save storage of the data in the flash configuration

Mo
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If the data should only be tested it is sufficient to accept the changes with Apply.

Changing Network Parameters

Modifications of the network parameters (e.g. IP address) are immediately
effective clicking on Apply to confirm.

However, the maodifications are not permanently saved yet. This requires
to access the WebGUI with the new network paramters again and to save
the data with Save permanently.

For adopting changes and entering values only the respective buttons in
the WebGUI can be used.

7.2.3.2 Changing of Data in 8024GPS (WebGUI: Sync Source)

The modified data in the GPS SYNC SOURCE tab are diretly transferred to the Module
8024GPS by pushing the button 1 and stored failsafe in Module 8024GPS. Tabs with settings
and values modified in this manner can also be recognized by the modified display of the
Apply button. The buttons 2 and 3 in GPS SYNC SOURCE tab are disabled and are not

required.
%@ 0
Apply changes. Values are sent directly to the sync
SOUrCeE,
The new reading of the modified data from Module 8029NTS for the
WebGUI indication can take up to 30 seconds after data transfer to
Module 8024GPS.
However, this has no effect on the function of the appropriate
setting/value.
38/121 GPS - NTP Time Server with LAN Interface 8029NTS-V2/GPS - V07.00

hopf Elektronik GmbH
Nottebohmstr. 41 A D-58511 Lidenscheid A Tel.: +49 (0)2351 9386-86 A Fax: +49 (0)2351 9386-93 A Internet: http://www.hopf.com A E-Mail: info@hopf.com



HTTP/HTTPS WEBGUI i WEB BROWSER CONFIGURATION INTERFACE Elektggbklf

7.2.4 Plausibility Check during Input

A plausibility check is generally carried out during input.

GPS NETWORK TIME SERVER 8029NTS-V2

Elaktronik ' GmbH

General Network NTP Alarm [ Device GPS Sync Source v =0
Host Settings Metwork Interface ETHO |
Host/Nameservice Link Status
Network Interface Up
ETHO Default Hardware Address (MAC)
Routing 00:03:C7:01:28:01

Use Custom Hardware Address {(MAC)

disabled v

Protocols

Custom Hardware Address (MAC)
Management L ]

Time DHCP
disabled v
IP-Address
192.168.180.321
Network Mask
255.255.252.0

Operation mode

Auto negotiate v

As illustrated in the above image, an invalid value (e.g. text where a number should be entered,
IP address not within the range etc.) is identified by a red border when an attempt is made to
accept these settings. It should be noted here that this is only a semantic check and not to test
whether an entered IP address can be used on the own network or in the configuration! As
long as an error message is displayed it is not possible to save the configuration in the flash

memory.
The error check only verifies semantics and the validity of ranges. It is NOT
a logic or network check for entered data.
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7.3  Description of the Tabs
The WebGUI is divided into the following tabs:
General
Network
NTP
Alarm
Device
GPS Sync Source

=A =4 =4 4 4 -4

7.3.1 GENERAL Tab

This is the first tab displayed when using the web interface.

GPS NETWORK TIME SERVER 8029NTS-V2

Elektronik ™ GmbH

General Network NTP Alarm [ Device GPS Sync Source =0
NTP Time Status Sync Source Status
DATE TIME STRATUM ACCURACY SYNCHRONIZATION
17.03.2016 09:57:18 UTC W1 M HIGH M R (SYNC)
Login System Overview

User master is logged in

since 09:57:13 UTC. Sync Source ERROR

Announcement leap second inactive

Announcement STD <« DST inactive

NTP is running

NTP has stratum 1

NTP accuracy is HIGH

NTP Time Status

This area shows basic information about the current time and date of the Time Server
8029NTS/GPS. The time always corresponds to UTC. The reason for this is that NTP always
works with UTC and not with local time.

Stratum displays the actual NTP stratum value of the Time Server 8029NTS/GPS with the
value range from 1-16.

The ACCURACY field (accuracy of NTP) can contain the values LOW - MEDIUM - HIGH. The
meaning of these values is explained in Chapter 13.5 Accuracy & NTP Basic Principles.
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Sync Source Status

Display of the actual status of synchronization of the Sync Source (here Module 8024GPS)
with these possible values:

SYNC
SYOF
SYSI

QUON
QUEX

QUSE
INVA

Time synchronized + Quartz regulation started/running
Time synchronized + SyncOFF running

Time synchronized as simulation mode
(without actual GPS reception)

Quartz/Crystal time + SyncON running

Quartz/Crystal time (in freewheel after synchronization
failure E Board was already synchronized)

Quartz/Crystal time after reset or manual setting
Invalid time

Login

The login box is described in Chapter 7.2.1 LOGIN and LOGOUT as User.

System Overview

Ti

This table gives a direct overview of the

WebGUI Description

Sync Source OK When active (RED) there is a Sync Souce
failure. For details please go to GPS SYNC
SOURCE tab - Module Errors.

Announcement leap second inactive When active (ORANGE) there is an
announcement for a leap-second.

Announcement STD é DST inactive When active (ORANGE) there is an
announcement for a summer / winter time
change-over.

NTP is running The NTP process on Module 8029NTS is
running

NTP has stratum 1 Shows the appropriate stratum the NTP
process works with.

NTP Accuracy is High Shows the appropriate accuracy the NTP
process works with.

Announcements

The display fields LEAP SECOND and STD é DST announce a corrosponding event to the
next hour (insertion of a leap-second or rather switchover of summer/winter time).
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